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ATMNZRERE, Google@prBChrome P &M 7T E2EE4T, CVE-2023-70244F1F A ™ E M
®E, #IMChrome Web lSe8IFFEWebRTCAY, B FHRFXiGEH LR, ZTIBEAMFF
WA ERFSUEE, HRRKSHEIMANREEE, EAETFChromiumIn B 89wWebiil 552888 5
SEERNKE., SFIZEWINdowsEF, ¥ChromefRAFH4:%)20.0.6099.1298720.0.6099.130;
LinuxAmacOSA P F4ZFI120.0.6099.1298 E fR A,
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1.1 Google Chrome WebRTC 48 i [X ii i iE (CVE-2023-7024)

WebRTC(Web Real-Time Communication)—"HGoogle & L IHEEFFRINE, @I AR
FREEO (AP AWeb N s sl i 2 PR LB E(RTC), EAFEERNABEE, N
FERAMSUBEEMNRAET, THELRRBEHS THANEBER,

T L{SCERTAM EIGooglef&E Google Chrome WebRTCHEZE i X iz R (CVE-2023-7024), %
REGEEEBAME, KEEUEIESAPTRREERABICRER, AMENBRERF E TS
HTEEABAEBNEEF R, ETHRBRFIEERK, BNEFRRMTFEERET.

BEEIN

Google Chrome (Windows) ARZ4s: <120.0.6099.129/130
Google Chrome (Mac/Linux) hRA: <120.0.6099.129

https://www.google.cn/chrome/

R FHHRE B
e T Chrome 8- [#E)1] - [%F Google Chrome] BERAEH,
HEEH=REEFEHN.
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%. ®ET2023F108108H#HE, CitrixkfHm T4NT REEZRIE.

KEX R

2.7 NetScaler ADC #1 NetScaler Gateway B/R/E Bt EiRE
(CVE-2023-4966)

Citrix NetScaler Gateway (LABI#RACitrix Gateway) HNetScaler ADC (LABTFR A Citrix ADC) #B

B Citrix AT fm, Citrix NetScaler GatewayR—ELZ NI EANBRL R, ZHRUAEER
RUNBRNMIFERERINGE, DSLIAF NMEIh RIE2 5 0 N AFEE, Citrix Systems NetS-
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FL{SCERTAEMZIE 5 E 37 NetScaler ADC A NetScaler Gateway S8U={s St EiRE
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BT Esnprintf&ENACHTTPINALEY, ERARLINKEFASEZRANE, FERRIEKETEH, SX
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ZRBELNAMNRER A, BRIELEREZRE, BNBFRRARELZSRA,

BEEN

NetScaler ADC and NetScaler Gateway 14.1 <14.1-8.50
NetScaler ADC and NetScaler Gateway 13.1 <13.1-49.15
NetScaler ADC and NetScaler Gateway 13.0 < 13.0-92.19
NetScaler ADC 13.1-FIPS < 13.1-37164

NetScaler ADC 12.1-FIPS < 12.1-55.300

NetScaler ADC 12.1-NDcPP < 12.1-55.300
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RAMT AR EERRA B ZRE. KEEKZRESBIG-IPEELARF IS —NMEE
CVE-2023-46748% & H ., FSIRA 7 BUAEIR(10C), LAFEBIBAEE IR BTERAD .
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YFILRREMBERA, BNEFPRREIFEERHIF,

XEXRiR
3.1 F5BIG-IP 253 1TiRIE(CVE-2023-46747)

F5BIG-IP 2£E F5 ANl —HERTGESTE. DNS. AL, Web B KEE. WebRx, A%
BESIEENN BT TS,

LT L{SCERTYMEIF5 BIG-IP B2 BB HITIRIE (CVE-2023-46747), AENNEREGEETEZRER
SEEAFRE (TMUI) 8 F5 BIG-IP 24 EH/TEER.

BEEN

BIG-IP 17.x<=171.0
16.1.0 <= BIG-IP <=16.1.4
15.1.0 <= BIG-IP <=15.1.10
14.1.0 <= BIG-IP <= 14.1.5
13.1.0 <= BIG-IP <= 13.1.5

2MFESBHARIRS 10



]

—E REREXEH/2NHRSHHARRE

T https://my.f5.com/manage/s/downloads

1R ESAREFTE,

2F5BIG-IP NS RRHAHREELARF. NEEIAREFNIIEMXER

BN TZ2WEZ LREENAFPMIRE. BIKETES P MK OSER
BEENAN ARV, TLRFINEELARFNNIE.

3EWARBESES P ISR R EE ISR EELARFNE,

KEXRIRE
3.2 F5BIG-IP SQL* A% (CVE-2023-46748)

F5BIG-IP 2 F5 ANS—SEMRESEE. DNS., AT, webM A XEE . webx, A%

BESNRENNARMNES

F5 BIG-IP Configuration utilityfFESQLIFE NIRE, L3S MR EE R B ZiREE o LD
BIG-IPERKANEELARFHITMEZLE, DHITAERRAGS.

13.1.0<=BIG-IP<13.1.6
14.1.0<=BIG-IP<14.1.6
15.1.0<=BIG-IP<15.1.11
16.1.0<=BIG-IP<16.1.5
171.0<=BIG-IP<17.1.2

T https://my.f5.com/manage/s/downloads
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2023F10A20HBRHEE T — M S™EMZHBE (CVE-2023-20273) , ZmERRRF]
B, EFERRLMEAHRIICVE-2023-20198F HIRAAEHIOS XERE LB EEBAER.
CVE-2023-20273 B F3RBrootif A RH T 212 HICisco 10S XEig & . BEEERREF, ET18E
ERZF LHITERDS.
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RAECensysHlLeakIXfyfhit, #Bid40,0008E175ZWENIOS XERHFHNBRIREEAREEER
AN RENNBRRBAERE. BWXEET, VulnCheck{i+t B Z710,00045%51, mOrange
Cyberdefense CERTE—X/E%HRR, BFE34,500810S XEIRE LA THBENEBRRH,

1z17Cisco 10S XEMIMZ R B BIFER WML, AR, TERHIBURTERE,. REBHEN
DY EAE, BRABREEEEEEEEM FMCisco 10S XEIEENBYIEE, BShodanE ZETE
R, Bi3146000MN B SR EN RS ZE T,

BHal, BRIE®II179.4a8 88 7179 Cisco 10S XERAEMRAZRT FIX LR, Z#INAPRIRER,
Cisco 10S XE Web Ul i< #117i®iE(CVE-2023-20273)

F5BIG-IP 2£E F5 Al —&EMMESTE. DNS. HAWFN ., Web M BRXIE, WebMx, %
BESMENNBRTES,

T L{SCERT M EIFS5 BIG-IP iR HITIRIE(CVE-2023-46747), RAENNERIEETERER
SEEAFPRE (TMUI) 89 F5 BIG-IP L4 EHFTEERRE,

BEEIN

7z

https://sec.cloudapps.cisco.com/security/center/content/
CiscoSecurityAdvisory/cisco-sa-iosxe-webui-privesc-j225aA4z

W FAHTTP ServergiZZHTTPS Servera] LUER A TGS TX M
no ip http server/no ip http secure-server

KEXRIR
Cisco 10S XE 4 Web Ul R H il (CVE-2023-20198)

Web UR—METGUINBRALXRAEETE, BRHARRE. BURRHBEMTEEMLURIE
BAFPARRE, EHEAERNRE, BELTHEERE LEAEORNSHZEETIFOIE, Web Ul BJATF
HEEEURBERFNHRRF LR, MEF CLI LR,

Cisco 10S XEfgWeb UITZERPRIZFHRIE, ZCisco I0S XE Biktweb UIRE T EBE M RS SEH

&, RESHIIEMNREREE U BZREIESZZINNEAES FEZAEE15R1F N RIIK
Po R, WEBUMERZKPRZFISENNES, $STZ RRERSAGFEESIA, B
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S ARA B THTTPEHTTPARSS I 4284 Cisco 10S XE

AT bteg https://.WWW.C|sco.com/c/en/us/products/los—nx—os—software/
ios-xe/index.html

ZH HTTP/HTTPS ARSS 25 TN AL SIS X T BE BB T R E ML,

] LAMERINo ip http server 3 no ip http secure-server
FHAHTTP/HTTPS BRES 281N 8L,

KEXRIR
5.1 Windows SmartScreenZ 245445213/ E(CVE-2023-36025)

FL{ECERTEMEWindows SmartScreen LA Z2MeESITRE, BITZREEESIIWindows
Defender SmartScreent® & K EEXIER, RESMINENITREGEE Y UIERSEE L TEHIN
URLXEHER S EHITEERRE, ZREFEEEHHNE.

BEREY

windows Server 2012

Wwindows Server 2008 R2 for x64-based Systems Service Pack 1(Server Core installation)
windows Server 2008 R2 for x64-based Systems Service Pack 1

windows Server 2008 for x64-based Systems Service Pack 2 (Server Core installation)
Wwindows Server 2008 for x64-based Systems Service Pack 2

Wwindows Server 2008 for 32-bit Systems Service Pack 2 (Server Core installation)
windows Server 2008 for 32-bit Systems Service Pack 2

windows Server 2016 (Server Core installation)

windows Server 2016

windows 10 Version 1607 for x64-based Systems

windows 10 Version 1607 for 32-bit Systems

windows 10 for x64-based Systems

Wwindows 10 for 32-bit Systems

windows Server 2022, 23H2 Edition (Server Core installation)

windows 11 Version 23H2 for x64-based Systems

windows Server 2012 R2 (Server Core installation)

2WFASEFRIRE 13
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Windows Server 2072 R2

Windows Server 2012 (Server Core installation)
windows 11 Version 23H2 for ARM64-based Systems
Wwindows 10 Version 22H2 for 32-bit Systems
Windows 10 Version 22H2 for ARM64-based Systems
Windows 10 Version 22H2 for x64-based Systems
Wwindows 11 Version 22H2 for x64-based Systems
windows 11 Version 22H2 for ARM64-based Systems
windows 10 Version 21H2 for x64-based Systems
windows 10 Version 21H2 for ARM64-based Systems
Wwindows 10 Version 21H2 for 32-bit Systems
windows 11 version 21H2 for ARM64-based Systems
Windows 11 version 21H2 for x64-based Systems
windows Server 2022 (Server Core installation)
Wwindows Server 2022

Wwindows Server 2019 (Server Core installation)
Wwindows Server 2019

Windows 10 Version 1809 for ARM64-based Systems
windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems

T pEE https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36025

BRIMREAMZEEHN, AP @Y Windows E33RE, EXEBHE

i 73 4+ 4
EREIE 5, BBEEE N HHREAMEAN RN T

7\. Applel2E 7 FHTili&

BliFREAMF 1= Bl

SR

2023%F3827H, ¥R A TEAHEFIMEAANSHIBECVE-2023-32435894MT

FEHFELEMRARERE, N —LATI0SEE LLET URTRMBENERG, RE2E
iMessage K EH--REEBWE—FHAERGHNER, EPES3—NEE, ZRESMA—DRIFHR
TRBHNRRE, FARMEHEOSIRPER, NMEERZMIEHTIES, NCRSHE THEME
B, &G, BRMEROVIRERNRE. XEEATEFTHiMessages o] UL £ R,

KEXTRIE
6.1 Apple iPadOS WebKit #3#17i%iE(CVE-2023-32435)

Apple macOs Ventura2EEApple ATIH— PN EEBIER %,

2MFESBHARIRS 14
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BEEIN

T R

RARIETE

E2MBESBRRRE

B8, ZWRBEANETFNA, BENEFRREE, UBIEEENFA.

safari<16.4 macOS Ventura < 13.3
i0S<16.4 i0S < 15.7.7

https://support.apple.com/en-us/HT213670
https://support.apple.com/en-us/HT213671
https://support.apple.com/en-us/HT213676
https://support.apple.com/en-us/HT213811

x

FLECERTIENZEIAppleEL A T 21N T @maERE, 81FApple iPad0S WebKitftiBH 1TiRIE
(CVE-2023-32435), i0S 1 iPad0S HEAERBHNITIRE, DELRESMAINITEREEFEZE
EF TSR ML E At A 1ZRE, ARIIFRBZRIE o AT,

Pad0S < 16.4
iPad0S < 15.7.7

15
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BRI PR

£=F

2023FHRWEHFMMA, NRVHBNEREHRZNES-1MR. 1
BYRPTHREPAANEEZERBY LV LZ2HFEABRBREXRESE, B
SMEERBRER. KNP T HEFENEZ2EN, o] LARREMN
MR EREBHINR,

2MFESBHRRE
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2023 R BENEIRE HER

LockBit
ALPHV
PLAY
8BASE
Black Basta
NoEscape
Akira
Hunters int
INC Ransom
Medusa
Rhysida
Cactus
Meow

Clop

AE3-1 2023FRATHRIEHER

2023FRITH RV XREKTBANES- 2R, AP EELE T 2023FHRRGK L PR BHXBIRE,
R EANMHNBERNS ML L.

) .
f_-:g LockBit Citrix Netscaler ADC & Gateway/s & it 2 (CVE-2023-4966)

LOCK[:1 Xy

Atlassian Confluence BAMAIESE T FiE (CVE-2023-22518)
Qlik Sense #& 12 [ iR (CVE-2023-41266)

Qlik Sense HTTPIEK B8 iR (CVE-2023-41265)

Qlik Sense 2B 4TimiE (CVE-2023-48365)

Cactus

Progress MOVEit Transfer sQLEA®iE(CVE-2023-34362)
B ascape e GoAnywhere MFTa < #1117 E (CVE-2023-0669)

Cisco 2N mE 25 ST RIE(CVE-2023-20269)

AE3-2 2023FERITH RN XEL TR

RS BRIRE '
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— . LockBit¥ZRER{ESE

Citrix Bleediif

SR

Lockbit 1 ZREZAR FACVE-2023-4966 R IM KR BON R SE, 5 REIRMMEBEXYE, ZFEE—
ZE_/\I_EE$£J;$&IEJ \ TJE*E*U)EH E’Q{EIU\/‘@E%IEE/H °

20235108108, Citrixk# 7B XxZMNetScaler ADCHINetScaler Gateway g & I BURE Bt E
I (CVE-2023-4966)IL e ANE, BREBERE, BRTLEANREEEEN LN REET
SEREHENRE,

2023F11810H, PEIBERT (ICBC) WEELBFATILRESMIRSEEFEIAS (ICBCFS)
EEMEEBERT1EASHES T LockBit¥ I R T, EEHRFA DN,

WEAkER, ATHEGTNREREEEN, TTLSMMEMEIDZIEHRZEZN, BHEH
TREMAFEESLENEEERR S, HEBBLIURBRKEETLHE. FRE, YIBRITEEF
ABNWEELMEL TEBE KT,

LZE2EREN, WEEDJEFAR T RREE4Citrix BleediFiE (CVE-2023-4966) .

REX R

1.1 NetScaler ADC #1 NetScaler Gateway 8= {ERittEiRHE
(CVE-2023-4966)

Citrix NetScaler Gateway (LABT#RACitrix Gateway) FINetScaler ADC (LABT#R A Citrix ADC) B
ECitrix AT f. Citrix NetScaler GatewayR—ELZEWNITBEABRLTR, ZARUABEER
RN ARMNERERINEGE, USIE P MM RIER2 5 R A A, Citrix Systems NetS-
caler ADCE— MM AREFRIZ2FE,

FLISCERTEN R E 5 EFNetScaler ADC #1 NetScaler Gateway8UR/s Bt EIRE
(CVE-2023-4966)A%, BFESnprintfi&LHTTPIOA Y, FAREINEEENSEZERNE, 3
BRWIEKETBE, SHWEE JAREERIERIZECitrix Gateway 7, mERENWEHE E
HHFESAN AR RRATRENSRERME, FMELRRELENIEE,

ZRECHNANRESANE, BELERERRE, BXAFPRRARERERA,

2MFESBHARIRS 17
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NetScaler ADC and NetScaler Gateway 14.1 < 14.1-8.50
NetScaler ADC and NetScaler Gateway 13.1 < 13.1-49.15
NetScaler ADC and NetScaler Gateway 13.0 < 13.0-92.19
NetScaler ADC 13.1-FIPS < 13.1-37164
NetScaler ADC 12.1-FIPS < 12.1-55.300

NetScaler ADC 12.1-NDcPP < 12.1-55.300

AT St https://www.citrix.com/downloads/citrix-adc/
= https://www.citrix.com/downloads/citrix-gateway/

1HRCitrix KRB R ERA;
CEAR M LEEFRNRZ, IEBETRE, BEHMFNSIENATEEN,
EBFADSERSIE: clear b persistentSession <vServer>

—. AkiragIFREHEER

Ciscoi™Gailmif

SR

& pEAKiraF B EBRISSL VPNIRIECVE-2023-20269 N 2AL N EFM LIRS, M1ZWindows,
LinuxEBANIE R, ZHEFETCscolMEBEMNZE2IREASA. FIDRS, WEHE JERERNT
BRT, EHSENERIEREERNKS RES, EEZE0REIREENNAR, BILEFH
AISSL VPNiEZ, 2023FE8A MR MAKiIrall HABFFEIELE, NAHZR 1ORNSRRURE, B
F1T0MNAELREAKirafiE.

XERE
2.1 Cisco ZNM " mE LT iR"(CVE-2023-20269)

BRIEENZLIRE (ASA) AR BRFirepower Threat Defense (FTD) #4892 35 18 VPNIL
BRI, dJREATRESHRIENERENESEYE DB ERZNIRIERN BB ZHE
HE, FEAFEIEHNRIENEEREE S RKEENNA PRI LS HSSL VPNEIE,

Cisco FTD Software 7.0.6
Cisco FTD Software 7.2.5

https://software.cisco.com/download/home

2MFESBHARIRS 18
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=. IFRIFECRER

SR

LIClop$I RIREABENZ AN, ERFEENB SN &EH0dayiRiR R RXRMAKE, F1a0 MOVEIt
Transfer. PaperCut. GoAnywhere MFT45,

2023F58 T8, JIFHBERCWHN=HEFEEFDNESIFFXAD, 2ERAMOVEtH0dayiwiE
CVE-2023-34362, RETHEUNEFEENZSHANE, XEKEMNTUSERAEXYE, RE
ITBERNEATREWNT, BEANEK. MOVELRBEADEZIN2500RB, IREHBEHIZ.

PaperCutiigiE @PaperCut NG/MFTENE BRI — M BB HNITRE. CVE-2023-27350
FCVE-2023-27351MM0dayieiE F2023FE3A B RIKE, BE4EClop. LockBitAlBlOOdyZE &) =4t
KHEFA, CVE-2023-273500RA T KEELESNRIEMNIESZRHFHNER LRTERK
B, XUATRENRRG. FREEITIRIE, RIFRESHIIENIEEEPaperCUth AR F
fRSS 28 DimfE R TR, CVE-2023-27351 R FARE S M WIERI IR T & KRB PaperCut NG/MFsth iz %
NEXAFPNER.

RIERE, 3 ADBRRGKEEI THSH/EREREZFortrafiGoAnywhere MFT 22 X4HEH TR P
—/N0dayif@ilE CVE-2023-0669F . E1RIAHA R ClopF FAZmEETRKAMNI30R A HE T
& o

KEXIRTE
3.1 Progress MOVEit Transfer SQL¥ A\ (CVE-2023-34362)

FEMOVEIt Transfer Web i Ff2 F HFESQUEARRE, ZFRREIFREREBNNKTHE RGN
MOVEit TransferdEERIHIaNIR, HIRIEFTERNEIEESIZE (MySQL. Microsoft SQL Server 5§,
Azure SQL) , BRTHRITEXEMBREIREETEMNSQLIEGISN, WO REHRTH A X EIRELEMMA TN
ER, ENBRERME, H—LARUREREBRS SR, Bz HINESFAE, BNEZE
mAFRIES,

2MFESBHARIRS 19
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2021.0.0 < MOVEit Transfer < 2021.0.6 (13.0.6)
2021.1.0 < MOVEit Transfer < 2021.1.4 (13.1.4)
2022.0.0 < MOVEit Transfer < 2022.0.4 (14.0.4)
2022.1.0 < MOVEit Transfer < 2022.1.5 (14.1.5)
2023.0.0 < MOVEit Transfer < 2023.0.1 (15.0.1)

https://community.progress.com/s/article/
AT pEIE MOVEit-Transfer-Critical-Vulnerability-31May2023

https://docs.ipswitch.com/MOVEit/Transfer2020_1/ReleaseNotes/en/

EARIEE FR&| P AR EMOVEit TransferBHTTPAIHTTPS R &

KEXmIR
3.2 PaperCut NGHIMF S4AIES S iFiRE(CVE-2023-27350)

PaperCut NG/MFTENEEBHRAFESMINESYIRE, iREAIFEREREES S S INHIPaper-
CUtNGZENBEMIIE, FEESMIIE, AT IHEEHAHIERT, SESetupCompletedZE$7E
ERME, WEE TR BRRRSE SN RIEFESYSTEM E T X PHTERRE.,

BZEEN

PaperCut NG >=8.0
PaperCut MF >=8.0

T pERE https://www.papercut.com/kb/Main/P0O-1216-and-PO-1219#faqs

1.3 PaperCutfR 3 28 M0ITAZ A0 AT LLE S AR SS 28090 is O M 8080 EXA
AR DR .

2.PaperCutlk P {E BB ZBAMEEEESMHIIE: BB THLERGEERELESLTE
XeHIpRS 2.

3.lPaperCutlRESHBREBEFAEULEEN: JUBSERLZLEEMNEHERE
(SIEM) TR FHEE HE SR

RIETEIE

KEXIRIRE
3.3 PaperCut MF/NG {5ttt Ei%iR (CVE-2023-27351)

PaperCut NG/MFTENE BTG FEEEMERRE, RESHIMIENKEE U B ZRERIRFMEE
Papercut MF/NGHFHIBFER, BFERFE. BFEMEtit . DAZE/BIMERURSBFPXENE
k5. DELEHEE R D] LA B Z R RREABIEEE,

E2MRESBRRRE 20



BEZE PRIGREPERBRR/ < PRESBTRRE

BEEN

15.0.0 <= PaperCut MF/NG <= 19.2.7
20.0.0 <= PaperCut MF/NG <= 20.1.6

21.0.0 <= PaperCut MF/NG <= 21.2.10
22.0.0 <= PaperCut MF/NG <= 22.0.8

T pERE https://www.papercut.com/kb/Main/P0-1216-and-P0O-1219#faqs

1. X PaperCut RS 88 H0ITAZ 118 . o] LUBIT S AR SS-88 B0t 0t i O M
8080 FE BN IFtRAElR O K5EAL .

2.PaperCutlk P {E B EBMESESMINIE: BT IEREEREZN

RERETE HRBENEHRSES.

3. MPaperCutiRESREEFEULEEN: TLBSFEFRZLERNEHE
E(SIEM)TEHFHEE BEXHERTM .

KEXTRIRE
3.4 GoAnywhere MFT&<#117iRiE(CVE-2023-0669)

HelpSystems GoAnywhere MFT2 3% EHelpSystemsA BB —FITE & @A, GoAnywhere
MFT ZERFIINIRE, EREEE BT LOEXEHNFICNREZEERRO, RESHERIIEK
RSN MRFEIUERREERFNN SR, RLSBERRBHRT.

BEEN
GoAnywhere MFT < 7.1.2

ANT pERE https://www.goanywhere.com/

EMRIENE R R O & 1

M. Olik Sense ifHEREF

SR

HRARMEEQlik SensefECactus# REAETEN P H A A, ZESHFIA T Qlik Sensefi Bz
ZNRE. BEHEIAR, RE\ATRI, BEMTAMRIEETHSHEEFAQlK Sensed Ay
CVE-2023-41266, CVE-2023-412655BEHICVE-2023-48365 R LIMABIIT, XEEFECactudh
RGBT RIREDRF ABQLlik Senseth BRI THIIAA A,

2WFASEFRIRE 21
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KEXTRIE
4.1 Qlik Sense i&{2iE fiwiE(CVE-2023-41266)

Qlik Sense B— MRS FE, EAREMAPIRZESHERANRTNAH I ZEE,

Qlik Sense Enterprise for WindowszE BRiEHRE. ATXNEFPRENBANKRIERER, K&
BMBIEAERREEURSENEZSE, NMAFMIIEREENNG ST HTTP 1BK, ZiR
A5 A CVE-2023-41265— 2RI, T AL RIZANRCE,

BZERN

Qlik Sense Enterprise for Windows <= May 2023 Patch 3

Qlik Sense Enterprise for Windows <= February 2023 Patch 7
Qlik Sense Enterprise for Windows <= November 2022 Patch 10
Qlik Sense Enterprise for Windows <= August 2022 Patch 12

& https://github.com/glik-download/qglik-sense-desktop/
t_E Tr
TR releases/tag/v14.159.5

ERRTENE PR 4| B 7R [AMOVEit Transfer@gHTTPAIHTTPS i &

KEXRIRE
4.2 Qlik Sense HTTPi&Kf%i&®iE(CVE-2023-41265)

Qlik Sense Enterprise for WindowsTzfE1E KFERE, HTFHTTPIERLINEAS, mEKEHEREE
B BFEERHTTPIS KRR AENIR, MMaiFt e E T ENBREFNEIRRS S LHRATHTTP
BX,

BEEIN

Qlik Sense Enterprise for Windows <= May 2023 Patch 3

Qlik Sense Enterprise for Windows <= February 2023 Patch 7
Qlik Sense Enterprise for Windows <= November 2022 Patch 10
Qlik Sense Enterprise for Windows <= August 2022 Patch 12

https://github.com/glik-download/qglik-sense-desktop/
releases/tag/v14.159.5

%

2MFESBHARIRS 22
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KELRiTE
4.3 Qlik Sense iEfE 53 1TiRIE(CVE-2023-48365)

Qlik Sense Enterprise for WindowsFERBHRTIRE, ZKREHETFXYHTTPARLBIIIERIER, iz
WEE BB REEHHTTPIERIRANRE, NMAFKEEERETHENBEFNEIRRSEE
EHATHTTPIER, SBucfEREHiT.

BEEIN

Qlik Sense Enterprise for Windows <= Augu st 2023 Patch 1
Qlik Sense Enterprise for Windows <= May 2023 Patch 5

Qlik Sense Enterprise for Windows <= February 2023 Patch 9
Qlik Sense Enterprise for Windows <= November 2022 Patch 11
Qlik Sense Enterprise for Windows <= August 2022 Patch 13
Qlik Sense Enterprise for Windows <= May 2022 Patch 15

Qlik Sense Enterprise for Windows <= February 2022 Patch 14
Qlik Sense Enterprise for Windows <= November 2021 Patch 16

& https://github.com/glik-download/glik-sense-desktop/
L3
HTHER releases/tag/v14.159.5

RRENE %

5. IBM Aspera Faspex

M+ E LR Filmil

Sk

IBM Aspera FaspexX 4= 4R R CVE-2022-47986 2 — NEE Hmi2 /TR IERE, =IBM
Aspera Faspex .42REERA, ZRET2023F1AHE, CHEBE ceFire I RRAHALRERNINH
RRGWEEFNA.

KEXIRIRE
5.1 IBM Aspera Faspex {8317 (CVE-2022-47986)

IBM Aspera Faspex@ — /Ui 2 ER DN AN ASUF RS FMERRR F R, B o] LUERRER WL
NEeE., REANAREFHBEINERERF, UBFHBESEINTERBERESHNENZ B RAE
MBBLRANHEFE,

2MFESBHARIRS 23
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IBM Aspera Faspex@ — PRI 2 IR DA D ASERZAAYMEBRTT R, B o] LMERRER NS
Niger. SEANAREFABHNARR, NBFEMFEINTEREERESBNENZ BEEAE
MR LR AN FE,

IBM Aspera Faspex <= 4.4.2 Patch Level 1

T pERE https://www.ibm.com/docs/fr/aspera-faspex/5.0?topic=welcome-faspex

RRRIEIE %

7\ SHEIRIREEFRE

SR

NRRGE A REEFBASHRARRREAERTEN—35, CVE-2022-24521# 2 LR
Z—, exlgwindows B BEXHRR, ZREET2022F4B818E, WEBEMNA B ZRE/EA
THEFAUR, EHEE. RedAlertilYanluowangE & 8 R4 B R E IR D F B
CVE-2022-24521,

B ATFIRAXBSFREFRAPrintNightmare, i®iE%RS ACVE-2021-34527, ZimEETF20214E7
BigE, Be#BlackBastaHERMNEAIFA., BEIFBLIRE, 1B ERESMENVIEAID
BUR E AT AURIE,

k4N, Nokoyawa# RE4ALA B A A BIRIECVE-2023-28252, A IMWindowsiER B &
MRS, EF2023FABBE, 5CVE-2022-24521%0, L RAAFREEZESRAZKZDEF
R,

KEXRIT
6.1 Windows &M BEXHRZFEMRREFHRIE(CVE-2022-24521)

Windows BA BEXHRAGFENRERE, ZRERFAEFPRANR, HFWindows
common log file system driverfg BB FRE IR, AMIEHSNA P o LUET—MFFINREFRMA
AEFRIFRATERRE, BANRE, FEIENE, XNREERINETME, 2023F484T
H, MEEET CLFShHN— MR MUBESF AiRIECVE-2022-24521,

2MFRESBHARIRS 24
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BEEN

T R

RN

REX R

AT SR

E2MRESBRRRE

Windows Server 2012 R2 (Server Core installation)

windows Server 2012 R2

Windows Server 2012 (Server Core installation)

Wwindows Server 2012

Windows Server 2008 R2 for x64-based Systems Service Pack 1
(Server Core installation)

Windows Server 2008 R2 for x64-based Systems Service Pack 1
Windows Server 2008 for x64-based Systems Service Pack 2
(Server Core installation)

Windows Server 2008 for x64-based Systems Service Pack 2
Windows Server 2008 for 32-bit Systems Service Pack 2
(Server Core installation)

Windows Server 2008 for 32-bit Systems Service Pack 2

https://catalog.update.microsoft.com/Search.aspx?q=KB5012599

7

6.2 Windows Print Spoolerizf2 1B #17iFE(CVE-2021-34527)

windowsByWindows Print Spoolerd FHEEZABHTIRE, ZRFERNHIITEIOUFRIEN S
T ZRENmE, AWFAERRENKEE T LMERRANRETERRS,

Wwindows Server 2012 R2 (Server Core installation)

windows Server 2012 R2

Windows Server 2012 (Server Core installation)

windows Server 2012

windows Server 2008 R2 for x64-based Systems Service Pack 1 (Server Core
installation)

windows Server 2008 R2 for x64-based Systems Service Pack 1

Windows Server 2008 for x64-based Systems Service Pack 2 (Server Core
installation)

windows Server 2008 for x64-based Systems Service Pack 2

Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core installa-
tion)

Wwindows Server 2008 for 32-bit Systems Service Pack 2

https://catalog.update.microsoft.com/Search.aspx?q=KB5004958

25



E-E HRRUREPEANRBR/ = 0FESBFRRS

RIRETE

KEX R

.

T SR

RRIETE

E2MBESBRRRE

—. ERATERSS:
ERS 2EEIETT (ERpowershell)
Get-Service -Name spooller

MR ZRSESTUERLU TS ILZRS (EApoeweshell)

Stop-Service -Name Spooler -Force

Set-Servicwe -Name Spooler -StartupType Disabled

6.3 Windows B BEXHRZANRIEFRE(CVE-2023-28252)

windowsi@F B S XM ER R ENE FFAESIRIEFRE, AtKdEE o A BiZiRmE ez
iR mE, WEE T URNBZREREESRRIEFTZESYSTEMR,

Windows 11 Version 22H2 for x64-based Systems
Windows 10 for 32-bit Systems

Windows 10 Version 22H2 for 32-bit Systems
Windows 10 Version 22H2 for ARM64-based Systems
Windows 10 Version 22H2 for x64-based Systems
Windows Server 2016 (Server Core installation)
Windows 11 Version 22H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 20H2 for x64-based Systems
Windows Server 2012 R2 (Server Core installation)

https://catalog.update.microsoft.com/Search.aspx?q=KB5025288

7

BelZmEEXNETFHAE
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2023 FHATIC K BR824, HLEMILREN2.76%, HhBAFEXploit/PoCRBEEN631D, &
SEFREREN2.12%,; KINESFBRBHEN 2640, H2EHILRF70.88%; 0dayiRiBEENT5
N, GEEHMERENC.25%; APTHEXRENZEN18D, S2EMEREM0.06%, SEXBREE
2023F GRS IR NE4-1F7R:

8241 6311 264

2023F EARIE X R AN FFExploit/PoCiwia EHAARE
HEEHEREN2.76% EEHEREN212% e EHIEREH0.88%

751

Odayimia
HEEHILRIER0.25%

XERE 2.76%
Exploit/PoCAFFRIE 2.76%
EHFARE 2.76%
Odayi®iiE 2.76%

APTHXIREHE 2.76%

AEA-1 BEEXBRBESENEREP SHER

2N HEASHEHRIBES 27
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— . Odayils il Bl

2023FF#IEH0dayiwiA P E2%NRBERINEEFE, H42.7%0KE LMW AFFEXploit/PoC, T—F &
MEHFMNAN0daylmiERERBHENEAFNMABRE, LFAERE, MEELAPTARNE N AFE
. AEBLR T 2023FE A F MR AN0dayiRwiE.

| 1.1 Ciscol0S XE #44 web UIRR1R FiRiE (CVE-2023-20198)

R R RS
B EY CVSSiES

APHEE PoC EXP b
/3ol RS R A A

CVE-2023-20198  #[RiEF 10 = EAFF [EYAVS EAM

Cisco I0S XE 2 8%l (Cisco) NEW—NMRIERS, BT REMEREMEHE, B2 — MECiscog
B LETHNBIRERS, SERESMEE. ¥ BENZ2H, DUFRARMEM RN MEEK,

2023108178 BR AHEBEMRCisco 10S XERREWeb U BRIZ F iR (CVE-2023-20198)5 Cisco 10S
XE Web Ulsp S H4TIRE(CVE-2023-20273) A HF A, XERBZINAEER 7 Web UITIgEfCisco
I0S XEig %, FIFCVE-2023-20198F RANIEN TN EEEZZ MRS _LOIE—MURKSIA15
NIkF, WHEETURSBRMEHS, SREHRAANENLRENGS . WHETLMERZKF RSN
SEMARSHNIEEIN, BEFACVE-2023-20273 & X R HI BB K LArooti RATER TS . I/ IMT
AR ORNEXNE, XEREBEHE ZHE, FLEENERTOTFI0F258MRELKER IR
FTREKREEENG D,

| 1.2 wPs Office fXfB#17i%iE(QVD-2023-17241)

R EMRTS
VG =R=) LR R CVSSiEH
MHEE PoC EXP 75
5ol R RE F A
QVD-2023-17241 KRBT 8.6 2 EAFHF EAF =3
QVD-2023-19351 KRIBHRIT 8.6 = EANF ENFF 25
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